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INTRODUCTION
The hybrid cloud model – combining public cloud services
with private (on-premises) resources – is immensely
appealing to many organizations. Why? Because hybrid cloud
computing lets you keep elements of your environment onpremises – such as transaction processing systems – while
running other parts of applications such as an e-commerce
front-end in the cloud to gain better scalability, faster
deployment, and lower costs.
Well, there’s actually a downside that many organizations
are only now starting to discover. Here’s a hint: it has to do
with visibility, accountability, and control. How well can you
monitor performance of your applications that are wholly
or partly in the cloud? Can you get all the performance
and troubleshooting data you need to solve problems
quickly and make better decisions about resources? Are
you instantly aware when there’s a failure or a bottleneck
anywhere in the transaction stack, regardless of where it’s
running?
That’s the catch with the hybrid cloud model, as well as upand-coming multi-cloud models or a straight-up public cloud
model. You need a way to monitor application performance
that gives you as much control of the customer and user
experience as possible, along with a greater understanding of
application dependencies across your hybrid infrastructure.
This white paper will help you understand how you can
achieve end-to-end visibility into application performance
no matter where your application or parts of your
application are running. You’ll learn what to look for when
choosing an application performance monitoring solution
and we’ll share some lessons learned about monitoring
applications in the cloud.

According to Gartner, half
of all enterprises will have
hybrid clouds by 2017.1

THE RISE OF HYBRID CLOUD
In case you were too busy executing your cloud strategy
to notice, cloud computing has now reached mainstream
status. What was merely hype several years ago is now a
tried-and-true component of IT strategies. In fact, according
to a survey by RightScale, 87 percent of organizations are
using public cloud in some way, while 74 percent have a
hybrid cloud strategy.2
Regardless of your industry or business model, chances are
you’re planning to or are already taking advantage of the
compelling benefits of the hybrid cloud model. Some of the
popular use cases for hybrid cloud include:
• On-premises security with cloud agility: Perhaps you’re
in financial services and need to run the front end of your
application in the public cloud to achieve scale and agility.
Meanwhile, the backend runs on a highly tuned database
in your on-premises data center, with private data secured
within your enterprise.
• Cost-effective scalability for volume spikes: E-commerce
companies can run unpredictable workloads in the public
cloud during holidays and other times of high volume to
ensure they have the scalability to keep their sales running
smoothly.
• Mobile agility: You might have a mobile application with
services running in the cloud to support greater scalability
as your app increases in popularity, with APIs hitting
databases and other services on the backend within your
data center.

1. “Get Ready for Hybrid Cloud,” Richard Seroter, Forbes.com, August 8, 2014.
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• Getting physically closer to the user: Some companies
use the public cloud to provide better coverage and
performance for global users by distributing an application
across multiple geographies, which effectively places the
application closer to users to reduce latency.

is not up to par, they point it back to your application, and
ultimately you discover that the problem is caused by a thirdparty service such as your shopping cart, but it took you a
week of effort to figure that out. In the meantime, customer
satisfaction suffers.

• Flexible test and development: Another way companies
are taking advantage of the hybrid cloud model is to
use the public cloud for test and development of new
applications, while accessing data housed in their onpremises data center.

Why is it suddenly so difficult to monitor performance and
identify the root cause of a problem? One reason is that
when your application is distributed, you end up with a
hodge-podge of performance data such as SQL logs, error
logs, and mobile app crash analytics. With data piecemealed
across different environments and tools, you can’t trace what
happened at each step of the way. Managing performance
of the application ends up being a largely manual effort with
significant blind spots and gaps along the way.

While organizations are adopting the hybrid cloud model today,
other models such as the multi-cloud model are garnering
interest as well. The multi-cloud model lets you combine
applications and services from two or more cloud infrastructure
providers to create a single system. While rare today, you should
factor in multi-cloud as a future option to consider.

THERE’S A CLOUD
BLOCKING MY VIEW
Control and accountability are incredibly important for
success in the cloud. Consider this typical situation: you
point a finger at your cloud service because performance

Cloud providers try to help by offering dashboards and other
tools for tracking service availability, but they don’t provide
the ability to combine performance data throughout the
application stack. You don’t get a full, consolidated view of
how your application is performing in the context of your
service-oriented architecture, particularly if services are split
between clouds.
Nor can you install an agent in the traditional application
monitoring sense on the servers that are running cloud
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Shared Services
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Distributed, hybrid cloud environment
2. “Cloud Computing Trends: 2014 State of the Cloud Survey,” RightScale, April 2, 2014.
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services such as databases that you’re using from your
cloud provider. Whether it’s elastic compute, DNS, database
services, or some other service provided by your cloud
provider, your control of that service may be limited, which
makes monitoring and troubleshooting your applications that
use that service extremely difficult.
Some companies attempt to cobble together their own
solutions, but are finding that they, too, fall short of the
mark when it comes to end-to-end visibility or the ability to
handle app portfolios with multiple languages such as Java
and Node.js. Worse yet, building and maintaining your own
monitoring infrastructure takes away precious resources and
time from improving the digital customer experience.

THE PERFECT STORM FOR
APPLICATION PERFORMANCE
MANAGEMENT
Visibility into application performance is not just a public and
hybrid cloud problem. The need for application performance
monitoring has taken on far greater urgency in the past few
years due to a number of trends that are coming together at a
crucial time:
• Workload flexibility: Historically, when you deployed a
monitoring infrastructure it was installed alongside the
application in your data center, effectively locking the
application to the physical infrastructure. Today, you may
be running your application on a combination of servers
in your data center and in the public cloud, which may
expand and contract as demand changes. You need the
ability to move workloads to where it makes the most
sense from a technical and business perspective. Having
application monitoring locked into a physical infrastructure
would require significant efforts to maintain every time a
workload moved.
• Agile development and operations: For developers,
the pressure is increasing to move away from waterfalltype project lifecycles and adapt agile development
approaches. With an agile approach, applications may
change weekly, daily, or even hourly. For operations,
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“While many IT
organizations still lack
a good answer for
managing on-premisedelivered applications,
the extension of
application execution
into the cloud introduces
a host of additional
management concerns.”
Enterprise Management Associates3

agile means that deployments happen faster and more
frequently, making visibility into performance critical as
the pace of change increases. What impact did the latest
code change have on performance? What if that portion of
the application is using a cloud service?
• Focus on the customer experience: Forrester calls it the
Age of the Customer. No matter what you call it, companies
are focused today on being customer centric and delivering
the kind of customer experience that sets their brands apart.
A big part of the customer experience is the interaction
with your customer-facing applications. Measuring usage
and performance is essential to understanding the impact
of changes to the application and infrastructure on the
customer experience.
All these factors mean that you need visibility into
performance across the entire stack, regardless of where
elements and services within the stack reside – on-premises
or in the cloud. You can’t get that with homegrown solutions
or traditional application performance monitoring software.

Cloudy with 100% Visibility: Monitoring Application Performance in Hybrid Clouds

TODAY’S FORECAST:
COMPLETE VISIBILITY
Taking advantage of the cloud doesn’t mean you have to
give up on visibility, accountability, and control. There is a
way to get the comprehensive view you need to improve and
maintain performance of your applications, no matter where
they are running.
The answer is to turn to a cloud-based, infrastructureagnostic solution for application performance monitoring.
With a robust application performance monitoring solution
delivered via the SaaS model, you gain:

• The data you need to optimize application performance
and your cloud resource allocation including: network
latency, application response time, errors related to
servers, and drivers and constraints of application
scalability.
The bottom line is that it takes modern software to monitor
modern software implementations, particularly those running
all or partially in the cloud. Given the widespread adoption
of cloud computing, infrastructure-agnostic application
performance monitoring has become a must-have tool for
companies of all shapes and sizes.

• End-to-end visibility within the context of the application
no matter where it’s running, hosted or not, hybrid or
multi-cloud. You get code-level visibility that enables
quick identification of performance issues as well as rapid
remediation. You gain a deeper understanding of the user
experience as it relates to the transactions flowing through
the infrastructure.

KEY FEATURES NEEDED TO MONITOR
HYBRID CLOUDS

• The ability to bring your cloud metrics into context by
viewing your cloud vendor’s data alongside application
performance in a single dashboard. You can then
understand how the application is using various cloud
services such as databases, storage, and compute, and
make sure that changes being made in your public cloud
environment aren’t negatively impacting performance.

• Easy-to-understand visualizations

• The flexibility to move applications and services freely,
without the additional burden of making extensive
configuration or security changes to accommodate
monitoring. Your operations team can focus on where
best to run the application instead of maintaining the
monitoring infrastructure.

• SaaS model
• Code-level visibililty
• Seamless integration with cloud vendors’
performance data
• App map that includes 3rd party services
• End-to-end transaction tracing
• Security assessments on the service (not just the
data center)
• SOC 2 compliance and Cloud Security Alliance
assessment

• More time for other tasks as you get out of the business
of building a monitoring infrastructure altogether. You’ll
reduce the time it takes to resolve issues as well by rapidly
identifying root causes of performance problems.

3. “Application Performance Management (APM) in the Age of Hybrid Cloud: Ten Key Findings,” Julie Craig, Enterprise Management Associates, December 2013.
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LESSONS LEARNED FROM
MONITORING APPLICATIONS
IN THE CLOUD
Once you have a SaaS-based application performance
monitoring solution in place, you’d be wise to seek out tips
and best practices from knowledgeable people to help you
make the most of your deployment. To get you started, the
following are some lessons learned from people with handson experience monitoring applications in the cloud:
1. Understand differences in performance by
geography: For applications that have global users,
look for performance issues occurring in certain
countries. For instance, using a tool such as New
Relic, you could see that a significant percentage
of users in certain geographies are experiencing
sluggish performance. Based on identifying exactly
which users are impacted, you now know where
to invest in replicating or hosting services in those
countries to improve the user experience for these
customers.
2. Hold third-party services accountable for service
levels: Accountability is one of the major benefits of
using an application performance monitoring tool
for cloud-based applications. You essentially end the
finger-pointing and replace it with hard data. With
end-to-end visibility and plugins that include data
from cloud services, you can document when thirdparty services are meeting or not meeting agreedupon service level agreements.
3. Make better decisions about deprecating services:
Without usage data, deciding which features to
deprecate can be a risky business. Using application
performance monitoring and advanced performance
analytics, you can see which users are making use
of a particular component to better understand the
impact of deprecating it.
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4. Keep monitoring consistent: When migrating
services from one infrastructure to another, keep the
monitoring consistent so that you can report on the
benefits (or not) of a migration.
5. Think beyond operations. Application performance
monitoring can yield data that is valuable beyond
the operations group. Development, product
marketing, sales, customer support, and other parts
of the company can all benefit from understanding
application usage by customers.

CONCLUSION
Taking advantage of the cloud doesn’t mean that you have
to give up control and accountability. But you do need to
rethink performance monitoring for your applications – for
all the reasons we’ve covered here and more. With customer
expectations higher than ever, you simply can’t afford to
not know what you don’t know about performance of your
customer-facing applications.
Using a robust, SaaS-based application performance
monitoring solution such as New Relic, you’ll gain the end-toend, real-time data you need to optimize performance as well
as your consumption of cloud services.

To find out more about application
performance monitoring in hybrid
clouds, contact a New Relic cloud
monitoring expert.
www.newrelic.com/contact-cloud-specialist
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