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Email Security Gap Analysis: Aggregated Results
Study data from September-October 2017

10.5M clean
(89.5%)

1.2M spam
(10.2%)

34K phishing
(0.29%)

5K malware
(0.04%)

• 18K Financial phishing
• 5K Password phishing
• 11K Other phishing

• 3.4K Known malware
• 1.7K Zero-day malware

Out of 11.7 million emails inspected we found...
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Email Security Gap Analysis

Summary of findings

email security systems to user mailboxes at companies 

tested in Cyren’s Email Security Gap Analysis program 

during the months of September and October 2017. The 

Gap Analysis Overview
Cyren examined 11.7  million emails forwarded by various

• Email volume analyzed: 11.7 million

• Test period: September – October 2017

• Average miss rate: 10.5% 

companies included in the tests were from a variety of

industries and utilized several different types of email

security, ranging from on-premises appliance gateway solutions to hosted email with some level of security 

filtering embedded in the service. The percentages discussed in this report are therefore averages which 

serve as a reference — as discussed further below, gap analysis results can vary significantly, even between 

companies utilizing the same security solution.

Out of the 11.7 million emails analyzed by Cyren, 10.5 million (89.5%) were found to be “clean” or legitimate, 

including 4.67 million newsletter emails (over one-third of legitimate email traffic).

1.2 million emails (10.5%) were found to be spam or malicious messages that were missed by the deployed 

solutions, also called “false negatives,” and should not have been delivered to user mailboxes. This 10.5% “miss 

rate” breaks down into the following categories:

1. Spam emails found

1,187,408 emails delivered to users were found to be spam emails, 10.2% of the total email traffic. Spam is 

unsolicited bulk email, usually identified by content scanning techniques or by sophisticated pattern detection 

applied to elements of the email itself and email distribution patterns. As noted above, the spam category does 

not include legitimate newsletter emails. 

2. Phishing emails found

34,143 emails or 0.29% of the email delivered to users was found to be phishing emails. From this total, Cyren 

identified 18,070 messages as financial phishing emails, 5,456 as password phishing emails, and 10,617 as 

general phishing. 
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3. Malware attachments found

5,039 emails delivered to users were found to have malware attachments. While this represents a small 

percentage of the total email delivered (0.04%), the high level of risk associated with malware actually delivered 

to users obviously makes this of great concern.

Of these 5,039 messages, 3,389 (two-thirds) included attachments with recognized malware signatures. These 

previously known threats could include, but are not limited to, ransomware, key loggers, rootkits, trojans, 

viruses, and worms.

1,650 of the malware emails delivered to users by the various systems were “zero-day” malware attachments, 

i.e., new malware with no previously known malware signatures. Despite the lack of existing signatures, Cyren’s 

security cloud identified these emails as malicious by utilizing proprietary techniques for detection.

To understand today’s malware landscape, download our recent 2017 special report on the state of malware and 

visit Cyren’s ransomware resource page.

Results Vary, Even With the Same Email Security

The results presented above are averaged across many companies and different deployed security systems. But 

it is important to note that even when the email security system is the same, results can vary widely, influenced 

by an organization’s type of activity and user profile, and by security configuration choices made. The three mini 

“case studies” presented below compare the results for different organizations that had deployed security from 

the same vendor. The percent of malicious emails (phishing + malware) making it through to users was double 

the rate for a university, compared to the two example businesses shown, which showed similar rates. 

Email Security Gap Analysis

CASE STUDY 1 CASE STUDY 2 CASE STUDY 3

Industry Food distribution TV broadcasting Major university

No. of email users 1,000 5,000 30,000

Spam emails not blocked  37,668  313,446  587,238

% spam 9.0% 8.0% 18.9%

Malicious emails not blocked 920 12,662 1,059 

% malicious 0.33% 0.32% 0.03%
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How Cyren Gap Analysis Works

Cyren Email Security Gap Analysis was developed as a 

tool to evaluate the email security performance of various 

email security appliances and services. This performance is 

compared to threat detection by the

Cyren security cloud, which has the benefit of real-time 

intelligence from processing over 25 billion web and email 

transactions daily, and blocks over 300 million transactions 

every day.

Given the increasingly dangerous nature of today’s threat 

environment, Cyren works with companies to identify

if their existing security infrastructure or hosted email 

service is potentially delivering unwanted or dangerous 

emails to users, calculating a “Miss Rate” to quantify the 

results. The gap analysis requires no MX record change and relies on Cyren’s cloud infrastructure to examine 

the existing email security system, and all messages subsequently forwarded normally to users’ mailboxes 

are also “blind carbon copied” to Cyren’s system for automated analysis. Emails classified as “clean” are 

automatically and immediately deleted, and those that are identified as spam or containing a threat are sorted 

and placed into folders in an administrative mailbox for company review, and to aid any needed remediation. A 

full report is provided on all threats discovered..

Opportunities for Testing Your Email Security

Businesses interested in testing the effectiveness of their web security can use Cyren’s publicly available Web 

Security Diagnostic at www.cyren.com/securitytest, which returns results in less than 30 seconds on one’s 

ability to block several types of virus, botnet, and phishing threats. Free trials for Cyren Web Security can be 

initiated on a self-service basis in a matter of minutes. For a description of the Cyren Web Security service,  

visit here.

Email Security Gap Analysis for Office 365

Internet

Current Email Security

Emails are bcc’d
to Cyren cloud

Users Clean
files

Spam,
Malware,
Phishing
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About Cyren

Cyren is leading the SaaS revolution by moving internet security to the cloud. Traditional security appliances are 

too slow, leaving businesses vulnerable to cyber threats for hours, days, or even weeks. 

Cyren’s security cloud detects web and email-based threats as they emerge on the internet, and blocks them 

globally within seconds— before they reach users. We can do this because we analyze billions of transactions 

from around the world every day for customers like Google, McAfee, and Check Point. In the race to beat cyber 

attacks, Cyren’s suite of services offers businesses the world’s fastest, most accurate security.
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