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Introduction
Welcome to the activereach 2018 guide to DDoS, DDoS mitigation, and DDoS mitigation testing. This 
guide is aimed at technically aware business people who do not necessarily have a background in data 
networking or security. 

The guide is split into the following sections:

Section 1 - An introduction to Distributed Denial of Service attacks and mitigating them 

Section 2 - Assessing the business risk posed by Distributed Denial of Service attacks 

Section 3 - Testing Distributed Denial of Service mitigation 

About activereach
activereach® is a leading technology integrator providing bespoke IT solutions and professional services 
to customers in the areas of Security, Collaboration and Connectivity. Our independent consultative 
approach helps organizations maximise business value from their technology investments, providing a 
platform for businesses to grow, reinvent and transform.

Working in partnership with many of the world’s leading technology vendors and software providers, we 
offer the most innovative hosted, on-premise and cloud based services. Our consultancy, technology 
and services have transformed hundreds of businesses across the UK, Europe & Middle East – ranging 
from FTSE 500 enterprises to corporates and SMEs. Operating across our activeNETWORKS™, 
activeDEFENCE™ and activeCONNECT™ technology divisions, activereach is headquartered near 
London, UK.

activereach is the UK’s leading company in DDoS testing and provides a wide range of security 
solutions, including DDoS mitigation services for customers in the private and public sector. 

Please visit www.activereach.net to find out more.

About the author
Max Pritchard is a network pre-sales consultant who has been designing secure 
business networks for 20 years with network integrators, ISPs and Telcos. He now 
works as a pre-sales consultant for activereach - helping UK businesses make sense 
of DDoS threats, designing, implementing and testing DDoS mitigation solutions.



© 2018 activereach Ltd. Page: 3

A guide to DDoS, mitigation and testing (Part 3)

Section 3 - Testing Distributed Denial of Service mitigation 

Overview
This is the third part of the activereach 2018 guide to DDoS, DDoS mitigation and DDoS mitigation 
testing. In the first two papers, I discussed the DDoS threat landscape, DDoS mitigation techniques 
and conducting risk assessments specifically for the threat of DDoS attacks against business. In this 
paper, I will discuss various aspects of DDoS testing – starting with the decision of whether to test your 
company’s ability to withstand DDoS attacks, the business case for testing, how to scale a test, what a 
DDoS test should include, and more.

DDoS testing is relatively unknown compared to more ubiquitous testing services, such as penetration 
testing and server vulnerability assessments, and this guide collates information specific to DDoS 
testing to inform businesses of all sizes about this kind of security testing, and how it can help protect 
your business from attackers making use of DDoS attack tools.

Why test your DDoS mitigation?
Testing your security makes sense when we think about our own homes. Some of the time it seems 
automatic, almost second nature; many of us test our house door handle after we have just locked the 
door, for example. 

However, a lot of the time, the process of testing the security of IT systems that support a business 
is not second nature. Regardless of the possible severity of the consequences, testing systems is 
nowhere near ubiquitous – there always seems to be something higher on the IT agenda and in greater 
need of spend from the limited IT budget. In the spectrum of threats to simulate – DDoS has traditionally 
been lower on the agenda than vulnerability assessments or penetration tests.

DDoS creates a risk for businesses that conduct any transactions using public Internet services. The 
severity of the risk will, of course, depend on how much that business relies on its online systems for 
revenue, a matter discussed earlier in the risk assessment white paper. If the risk is sufficiently large, 
then budget is usually set aside for mitigation. But until recently many companies saw DDoS as a 
nuisance, and not a threat to data.

However, things are changing. DDoS attacks are no longer simply a risk to the availability of an IT 
system or service. DDoS attacks are being used in concert with attempts to penetrate networks and/
or steal data and this is changing the way that businesses have to calculate risk of loss with respect to 
DDoS attacks – as well as the way that counter-measures need to be deployed.
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Unfortunately, hackers are increasingly turning to distributed denial-of-service attacks to take 
companies offline, steal their sensitive data, or distract them from other more sinister cyberattacks or 
malware invasions.

According to the Worldwide Infrastructure Report (2018, Vol. 13), 2017 was characterised by increased 
complexity in the nature of DDoS attacks experienced. Modern botnets and DDoS for hire services now 
commonly combine multiple attack vectors such as volumetric packet floods, state exhaustion, and 
application-layer attacks in a single campaign. 

In Q3 2017, organizations experienced an average of 237 DDoS attack attempts per month—or 
eight per day. These numbers represent a 35% increase in monthly attack attempts from Q2, and a 
staggering 91% increase from Q1.1

Why the massive rise? Researchers believe that the reason is twofold: The growing availability in 
DDoS-for-hire services, and the implementation of many unsecured Internet of Things (IoT) devices.

DDoS-for-hire services have lowered the barriers of entry for criminals to carry out these 
attacks, in terms of both technical ability and cost. Now, almost anyone can systematically 
attack and attempt to take down a company for less than $100.

And in terms of IoT risks, recently “discovered” botnets such as the Reaper are now targeting known 
vulnerabilities in IoT devices and hijacking them, including Internet-connected webcams, security 
cameras, and digital video recorders. Each time a device is infected, the device spreads the malware to 
other vulnerable devices, expanding its reach.

The complexity of attacks combined with the overall increase in the total number of DDoS attacks witnessed 
are causing serious consequences for the targets and victims. Networks operators cite increasing customer 
visible outages, revenue impacting incidents, and customer churn among other impacts. 

Here is a timeline of some of the most notable recent DDoS attacks:

 May 2011: Sony sent a letter to the US Congress, explaining that they did not immediately detect the 
theft of up to 101 million customer records because it was distracted by DDoS attacks. 

 August 2015: On the night of Tuesday 11 August, parenting website, Mumsnet came under attack. 
Their servers were bombarded with requests, which required their Internet service provider to massively 
increase server capacity to cope. A Twitter account, @DadSecurity, claimed responsibility.
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 October 2015: UK Telecoms company TalkTalk suffered an attack that simultaneously degraded 
the performance of their services (through DDoS), and involved the theft of account information for 
hundreds of thousands of customers. TalkTalk’s share price dropped from 289.4 (October 20th 2015) to 
225.3 (October 26th 2015) in the aftermath of the attack.

 June 28, 2016: PCWorld reports that “25,000 digital video recorders and CCTV cameras were 
compromised and used to launch distributed denial-of-service (DDoS) attacks, flooded targets with 
about 50,000 HTTP requests per second.”2 

 September 20, 2016: Around 8:00 pm, KrebsOnSecurity.com becomes the target of a record-
breaking 620Gbps3 volumetric DDoS attack from a botnet designed to take the site offline.

 September 21, 2016: The same type of botnet is used in a 1Tbps attack targeting the French web 
host OVH.4  A few days later, the IoT botnet source code goes public, spawning what would become the 
“marquee” attack of the year.

 October 21, 2016: Dyn, a US-based DNS provider that many Fortune 500 companies rely on, is 
attacked by the same botnet in what is publicly known as a “water torture” attack. The attack renders 
many services unreachable and causes massive connectivity issues—mostly along the East Coast of 
the United States.

 April 5, 2017: A new type of IoT botnet is discovered, called BrickerBot, which over a four-day 
period, launches thousands of PDoS (permanent denial of service) attempts from various locations 
around the world. BrickerBot uses Telnet brute force – the same exploit leveraged by Mirai – to breach 
a victim’s devices. To block the attack, the key factor is disabling Telnet and changing the device’s 
factory-set passwords.

 August 24, 2017: A DDoS attack deluged web hosting provider and domain name registrar 
DreamHost, knocking its systems –particularly its DNS infrastructure – offline.

 September 30, 2017: Someone decided to target the UK National Lottery with a DDoS campaign. 
The attack knocked the Lottery’s website www.national-lottery.co.uk and its mobile app offline, which 
prevented many UK citizens from playing the Lottery.

 November 2, 2017: Electroneum cryptocurrency start-up had crowdfunded $40 million worth of 
Bitcoin and Ether following an initial coin offering (ICO). Just before it launched its mobile mining app 
on November 2, the company’s website suffered a DDoS attack. The campaign led Electroneum to 
lock investors out of their accounts while it worked to restore its network access. In the meantime, the 
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Financial Conduct Authority took a moment to remind investors that ICOs offer no protection, which 
means investors should “be prepared to lose [their] entire stake.”

In all cases, the companies involved had invested time, money and effort in IT security, but when it 
came to the actual attack, that security failed, the investment was wasted and they suffered financial 
and reputational losses anyway. 

1 Corero DDoS Trends Report 2017

2 http://www.pcworld.com/article/3089346/security/thousands-of-hacked-cctv-devices-used-in-ddos-attacks.html

3 https://krebsonsecurity.com/2016/09/krebsonsecurity-hit-with-record-ddos/

4 https://twitter.com/olesovhcom/status/779297257199964160

 
Routine testing of company security systems might have highlighted vulnerabilities and weaknesses in 
systems and processes. It could also help them familiarise staff, tune detection, and improve response 
times and efficiency. Testing may have mitigated some of the damage these companies suffered as a 
result of a successful attack on their infrastructure.

The Business Case for Security Testing
Minimising the risk to the business of security threats of all types is one of the responsibilities of the 
company’s board. For business, which is increasingly underpinned by IT systems and processes, IT 
security is employed to reduce the risk, and thus the cost of a security incident of some nature. 

Deciding on the appropriate investment in security is a calculation of the expected loss (likelihood of 
damaging event multiplied by impact of damaging event) and then deciding what proportion of that 
expected loss to invest in systems and processes to eliminate, or at least reduce, the likelihood of a 
damaging event. The ideal situation is that any spend on security should reduce the likelihood and/or 
impact of a security incident such that the following is true:
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Where Expected loss (£) = Chance of loss (%) * Impact of loss (£)

Spend on security + Expected Loss from security incident with security in place 

<

Expected Loss from security incident with no security in place

Testing IT security is based on the premise that security systems, processes and people have a non-
zero risk of not being effective when they come under attack (ie. They are fallible). The likelihood of 
security system failure tends to increase over time as things change inside and outside the business 
environment. The scale of the loss is not only that of the breach itself, but also the investment in the 
security system – which is wasted money unless the protection is effective.

If considered separately to a normal IT security product or service, the likelihood of loss is lower (one 
assumes that security solutions, as a whole, are at least somewhat effective), but the value of a loss is 
higher because it includes the investment in the security system that failed.

Spend on IT Security testing =

f (Likelihood of security system failure * (Impact of loss + cost of security system))

 
Testing is a critical part of ‘security as a process’. If a company buys some kind of defence measure, 
and then does not test it, it could be spending money on a capability which does nothing and thus does 
not fulfil the requirements of the business case. This is as true for DDoS mitigation as it is for systems 
that prevent penetration and data theft. 

A simpler way to look at the business case for testing is to consider regular testing of the security 
system part of the security system itself. Testing is usually a fraction of the investment in the security 
system it is deployed alongside and experience suggests that it greatly improves the effectiveness of 
the security solution – disproportionate to the cost of the test programme.

So – given this approach, you can simplify the business case for security testing by considering regular 
testing as an essential and fundamental component of the security system itself and simply include it in 
the overarching business case.
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Spend on IT “Security as a process” = f (Likelihood of loss * Impact of loss)

 
So - the business case for IT security testing is the same as the business case for IT security more 
generally IF you consider security as a process, as opposed to a static system. All spend on IT security 
is based on the premise that there is a risk of financial and reputational loss and that a proportion of the 
expected loss can be spent reducing the likelihood of loss – and that this is more efficient than doing 
nothing and accepting the loss when it happens.

Security as a process
Security is not a static product or service one can buy. All successful businesses change over time, and 
their IT changes with it. Simultaneously the tools and techniques attackers and criminals use to try and 
exploit businesses change as well. If a company’s attack surface and the criminal’s methods of attack 
are in constant motion – a company’s security posture and the systems and processes it employs to 
enforce that posture have to be in constant motion as well.

Security is a process - a practise. This simple message is visualised in a security wheel - popularised 
by Cisco.

Security testing generates important data that can be used as feedback to improve security systems 
and processes. DDoS testing is crucial to the efficacy of DDoS mitigation systems employed in the 
defence of a company’s data assets.

Corporate
Security
Policy

Secure

Test

MonitorImprove
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A lot of companies engage penetration testers to look for holes in servers and network systems. 
Sometimes this is a matter of compliance with regulations, sometimes this is a response to feeling the 
pain of a breach, and sometimes simply following good business practise. 

Although the business case for DDoS testing is similar to that of penetration testing, the test mechanism 
itself is completely different to penetration testing or vulnerability assessment, requires different tools 
and capabilities and is often overlooked. With the emergence of attacks which combine DDoS and 
penetration/data theft it can no longer be considered a separate business decision.

There is plenty of literature to support understanding of how to implement security as a process into a 
business, but that is beyond the scope of this document. Suffice to say that testing security systems is a 
critical part of being secure and being seen to be secure. 

Is DDoS testing important?
Some types of counter measures benefit more than others from routine testing and DDoS mitigation 
systems are a case in point. Some DDoS mitigation techniques rely on deviation of traffic from normal 
levels and characteristics and so need good baseline information to be effective. Some DDoS attacks 
mimic normal user behaviour to a point, to try to evade detection and slip past defences – testing helps 
to tune mitigation detection, minimising false positives and optimising response times to attack. 

Staff also need to be familiar with detection and response, and testing can help streamline response plans, 
reducing the distraction effect of DDoS attacks and keeping resources available to prevent data theft.

activereach has encountered several businesses who are under such regular DDoS attack that they 
feel they can suspend their DDoS testing. But for most companies, the frequency of DDoS attacks is 
low enough that confidence in staff and system preparedness will be commensurately low.

There are a number of features of DDoS attacks and DDoS mitigation systems that make testing 
particularly important.

#1 DDoS mitigation systems are expensive

Building a cloud service that is proof against the largest possible attacks is an expensive business 
that requires investment in many data centres, massive peering capacity and hundreds of scrubbing 
systems. In the flood prevention market - the solution price often reflects the investment made in the 
mitigation capability. When it comes to defeating 100Gbps+ attacks, size is important.
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Providing this kind of flood defence for a single data centre might cost a company more than £100,000 
a year. For many mid-market companies, this represents a significant investment in security to mitigate 
an unknown or poorly quantified risk.

A DDoS test costs a fraction of the annual cost of mitigation. A test can demonstrate to the board 
what impact a DDoS attack may have on the business and thus quantify the need for mitigation. 
A DDoS test might be able to quantify the capabilities of existing mitigation and help inform future 
investment in additional mitigation. A DDoS test might reveal that existing mitigation is not performing as 
expected, allowing the company to go back to mitigation vendor so they meet contractual obligations. 
Furthermore, a DDoS test can act as a drill for front line staff and managers responding to an attack, 
and can be used to model a training plan to optimise response in the face of a real DDoS event.

#2 DDoS mitigation systems vary widely in performance and capability

DDoS mitigation covers a broad range of techniques and technologies. Even the lowliest router claims 
some level of DDoS protection as a feature. Businesses need to be certain what scale of protection 
existing devices and services actually provide as opposed to what they promise.

#3 DDoS mitigation systems “leak” to avoid false positives

With a lot of DDoS attack traffic masking itself as user traffic, the task of mitigation is not always to 
block, like traditional defences, but to improve the ratio of good traffic to bad traffic sufficiently for the 
system under attack to cope with it - and continue to deliver normal service to the legitimate user.

#4 DDoS mitigation vendors cannot/do not reveal performance parameters

Many mitigation companies, in our experience, don’t like their infrastructure being tested. This is 
understandable – it is a cost to them and they would be most happy to accept payment for a service 
that is then never employed in anger. However, a customer has every right to ensure that contractual 
obligations can be met – in terms of detection, response, and mitigation capability. Moreover, if the 
mitigation company truly wants their solution to be operating at peak efficiency (system and people/
process), then they should not only accept, but actively encourage regular test programmes alongside 
the deployment of their mitigation solution.

#5 DDoS mitigation requires processes to be followed by staff

DDoS mitigation involves people communicating – either electronically or by phone. This is especially 
true of some ‘on demand’ mitigation solutions which sometimes require human intervention, and 
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changes to traffic routing to ‘swing’ mitigation capabilities into place. Until it is employed, a company 
may not be aware that the process of mitigation is broken. Staff may not be aware of who to call, or 
even what an attack looks like. A company experiencing a system with degraded performance may 
expect IT failure or service provider issues as opposed to an attack and may not follow appropriate 
response protocol. With DDoS being used to blind companies to other attack methods, staff need to be 
aware that a DDoS attack may be an indication of a concurrent penetration or data theft.

#6 DDoS detection requires monitoring systems to be tuned

Not all DDoS attacks are easy to spot. The public perception of a DDoS attacks are the high profile 
‘flood’ attacks, which are easy to detect. However a significant proportion of DDoS attack methods 
involve techniques which do not necessarily involve large amounts of data. These ‘low and slow’ attacks 
can slip past simple flood defences because they are designed, to a degree, to mimic normal user or 
application behaviour. Some powerful DDoS mitigation techniques rely on detecting deviation from 
normal traffic patterns. This means the system needs tuning – and a DDoS test can help immeasurably 
with this establishment of a baseline and subsequent tuning process to detect anomalies.

#7 Modern networks and dependencies on public cloud are increasingly complex

With the rise in server virtualisation, virtual machines running on non-server devices (like routers), and 
virtual network technologies like VLANs and Q-in-Q – alongside rapid adoption of SaaS and hybrid 
cloud architectures, a company’s logical network architecture and data landscape is complicated like 
never before. It is not always clear what business applications rely on which network devices or circuits. 
We have experienced customers who have learnt a great deal about network dependencies during a 
DDoS test – outages in systems that were considered previously isolated and invulnerable to attack. 

#8 DDoS attacks are increasing in frequency, impact and sophistication

Previously DDoS might threaten an outage, but were considered more of a nuisance rather than a 
bona-fide threat to business data. However, modern cyber criminals have found the benefit of blending 
DDoS with penetration and data theft in a multi-vector assault. DDoS attacks have also become more 
sophisticated in and of themselves and untested mitigation systems may no longer offer the protection 
they once did.

#9 ISPs, SaaS companies, and hosting providers do not always test their own DDoS mitigation 
capabilities

Many customers make assumptions about their service provider’s attitude to DDoS and their capability 
to assist when a customer is under attack. The economics of the situation often present the service 
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provider with the choice between upsetting one customer by turning them off, or upsetting all of their 
other customers who are suffering from collateral damage. Any DDoS mitigation capabilities the ISP 
does have are often of limited scale and capability compared to a dedicated DDoS mitigation company. 
The lack of specialisation may mean the ISP or hosting company cannot provide the level of protection 
required. A test would confirm this. Many ISPs ‘blackhole’ traffic by routing it away from the intended 
target so its uplink capacity is not exceeded, however this blocks traffic indiscriminately, effectively 
blocking off a website or service. Half off all ISPs surveyed by network security firm Corero in 2016 
use this method. The same research  also cited scrubbing, a process which filters out malicious traffic 
in order to minimise the impact on a business, as an example of an outdated procedure, claiming it 
is expensive and slow as it takes 30 minutes from detection to mitigation. Forty-six percent of ISPs 
surveyed use scrubbing. Scrubbing centres “coarsely” filter out bad traffic, are unable to detect shorter, 
smaller DDoS attacks and this adds latency to the remediation process.

#10 DDoS attacks are infrequent

Although this does not hold true for some customers in modern times, some of whom experience daily 
DDoS attacks, a large proportion of businesses have very little experience of DDoS attacks. Testing in 
this business environment will have a proportionately higher impact than for those companies who are 
very familiar with DDoS attacks.

DDoS testing, legality and ethics 
In discussing the legality of DDoS testing, we need to distinguish between client-led controlled,  testing 
and DDoS Booter services.  

Booters are Internet services offering customers the ability to launch DDoS attacks on a target of their 
choice. They are also referred to as ‘DDoS-for-hire’, ‘DDoS-as-a-Service’, or ‘network stressers’ and are 
available for hire on the Dark Web. The global network content delivery provider Akamai reports that 
“most of the mega-attacks [higher than one hundred billion bits per second, which is enough to take the 
majority of systems on the Internet offline] seem to use tools common to booters/stressers”.

This type of activity is often linked to Ransom Denial of Service (RDoS) attacks - as this method allows 
cybercriminals to extort money from their victims. In these attacks, the criminal will typically send 
a message to the victim demanding a ransom, often ranging from five to 200 bitcoins. If the target 
organisation refuses to pay, the attackers threaten to organize a DDoS attack on one of the victim’s 
online sites. This is obviously illegal activity!

In order to properly represent the nature of any future DDoS event, a DDoS test needs to be an actual 
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DDoS attack in all possible technical regards. So when conducting a DDoS test, one needs to bear in 
mind the legal status of DDoS attacks under UK law.

The Computer Misuse Act (CMA) 1990 was amended by the Police and Justice Act in 2006. The CMA 
specifically outlaws DDoS attacks under section 3 “Unauthorised acts with intent to impair”. This makes 
the matter of authorisation for any DDoS test paramount since the intent is, indeed, to impair the target 
even if it is for benign reasons.

The person contracting for the DDoS attack service needs to have authority from the company. A 
purchase order, having multiple customer stakeholders on a conference call during the attack and 
having a finite (and short) window for the attack goes a long way to minimise the risk of a disgruntled 
employee using the DDoS test as a means to strike out at the company or owner of the target.

 The company needs to have authority over the target of the attack. In these days of shared physical 
infrastructure (VPNs, virtual servers, VLANs and the like) this might be difficult to determine with total 
confidence. This raises the problem of a DDoS test impairing service for others using infrastructure 
common to the target server or network - collateral damage.

Errors and misconfigurations during the attack might lead to a DDoS attack hitting a target other than 
that which was intended. Again, stakeholders monitoring the elements of the actual target infrastructure 
would quickly note attack traffic was not seen when expected and the test can quickly be stopped and 
any errors corrected.

Jurisdiction requires there to be at least one significant link with the UK. This would mean that the target 
of the DDoS was physically located in the UK, the command and control operator was based in the UK, 
or some other similar connection.

With respect to ethics; unlike penetration testing, there is no chance of an engineer conducting a DDoS 
test coming into contact with confidential data. This limits the ethical dimensions of conducting the test 
somewhat. However, the approach to obtaining and ensuring proper authorisation, checking the target, 
and minimising the risk of collateral damage are all ethical concerns.

 In any case, almost all testing of any security systems should be protected under NDA to help manage 
any negative output from the test itself - particularly vulnerability to certain types of attack, or general 
intelligence about the nature and configuration of customer security systems.
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Testing DDoS Mitigation Systems
According to the Worldwide Infrastructure Security Report (2018, Vol 13), only 45% of companies that 
manage data centres and Internet backbones test their anti-DDoS systems and perhaps we should not 
be surprised. DDoS medicine can be worse than the cure and can impact a lot of customers and the 
implication of testing a DDoS mitigation system is that you are launching a DDoS attack against your 
own infrastructure to see what happens. The proportion of UK businesses that are testing their DDoS 
defences is undoubtedly lower than 45%.

With so many companies relying on devices that were not designed to defeat DDoS attacks (routers, 
firewalls and IDS/IPS) and the broad spectrum of DDoS mitigation techniques employed by devices and 
marketed as “DDoS protection”, the only way to know how a system will behave under attack is to try it.

DDoS attack testing is not the same as a load test

It is relatively easy to find traffic generator software and send lots of traffic from one source at a target 
server or device. It is also easy to overwhelm most connections with traffic. Many servers in the UK are 
connected with 100Mbps or 1Gbps Ethernet bearers, the average DDoS attack in 2017 was 990 Mbps, 
a slight decrease from 2016’s 1,133 Mbps (Source: Worldwide Infrastructure Report (2018, Vol 13) and 
modern load generators can create traffic significantly larger than most company’s primary connectivity 
capacity.

So what can you learn from a simple overwhelming load test against a target server?

The only legitimate use for a test of that type and scale is to see if you are obtaining the degree of 
cloud-based mitigation that you have contracted for and what proportion of attack traffic ‘leaks’ through. 
Care needs to be taken that the target does not suffer from unexpected ‘overage’ charges from the 
cloud-based mitigator or ISP for test traffic.

Otherwise the only lesson learned is that you need cloud-based mitigation to defeat volumetric attacks - 
and that we already know.

The associated risk is that by creating large flows of traffic and aiming it at a target, you run the risk of, 
not only saturating your own connection, but also causing collateral damage upstream of your server, 
impacting your immediate service provider and other connected customers.

So simple large-scale load tests reveal little and can have serious negative consequences. So DDoS 
testing is ideally about something other than that.
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How big should the test be?

Most network systems have a saturation point at around 85% of load. Above this point the system becomes 
unstable and prone to shockwaves which lead to sudden exponential increase in latency (lag spikes).

activereach normally recommends that most normal corporate customers test their services to, but not 
past, 70% of the contracted capacity delivered to the service. Anything above 70% and the test results 
can be obscured by saturation effects - lag spikes caused by simple overloading, rather than the nature 
of the DDoS attack itself. This value is also important if the capacity will be required to also service live 
traffic during the test window. It is also activereach’s normal approach to increase attack intensity in 
stages, to see which devices in the chain of communication fail first under certain attack conditions.

Keeping the attack below the contractual bandwidth level means that collateral damage to other 
customers using shared network elements upstream will be minimised.

Even so, activereach has a rigorous policy of notification of upstream ISPs and Internet exchanges for 
DDoS attack tests above a certain size. It is best practise to notify the ISP of any network testing of this 
type in any event. 

It is up to the customer whether to inform any DDoS mitigation provider. Customers are well-advised 
to check whether additional charges may be incurred from the mitigator for tests. There may be a 
conflict of interest if the Internet service provider / hosting provider is also the company providing DDoS 
mitigation. activereach is very comfortable in these situations meeting the requirements of the customer 
and fulfilling the objectives of the test whilst observing good business etiquette and good ‘netizenship’.

Other considerations prior to launching a DDoS attack test

Like any security testing, there are a lot of things to think about above and beyond the target of the attack 
and how big you want the test to be. Here are some of the other issues that might be worth considering.

Who’s doing the attack? Business would be well-advised to choose their DDoS attack test partner 
carefully and make sure they are using appropriate tools and business processes.

Where is the attack being launched from and what jurisdiction applies? Launching a DDoS attack 
is illegal in many parts of the world (including the UK). In others the legal status is less clear. DDoS 
testing is less regulated than Penetration Testing, and an effective DDoS attack must come from many 
geographical areas otherwise it won’t be appropriately representative of an actual attack. Attacks 
from some parts of the world are more expensive to launch because of the cost of connectivity and 
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bandwidth in those locations (eg. Africa and South America).

Regardless, any DDoS testing organisation must take care about the contractual authority to test, 
the ownership and responsibility for the target of the test and the limits of the testing. Verification 
of order documentation and ownership of the assets being tested are also required as is indemnity 
for impacts on customers - if live/production servers and systems are being tested. Confirmation of 
target IP addresses are crucial to avoid errors and inadvertent attacks on the wrong target. Constant 
communication during the attack is advised as is the ability to stop the attack on demand at any time 
during the test.

Collateral damage may involve not only direct disruption of the targeted services, but also consumption 
of resources on networks upstream of the target, or using shared physical network elements. There is 
also the risk of indirect damage caused by attempts to mitigate or solve the issues caused by the attack 
by someone who has not been informed that the attack is taking place.

While the potential damage caused by a short fixed duration DDoS attack at 70% of contracted 
bandwidth timed to coincide with low-traffic window is unlikely to be high, the nature of an effective 
DDoS test is to find the limits of the systems, people and processes in place to improve overall defence 
posture against future unscheduled and unlimited attacks.

The selected servers and systems, ideally, should not have live transactions at the time of the test, but 
should be as similar to the live system being tested as possible with common network devices and 
configurations in place. activereach’s testing protocols can provide a ‘sacrificial lamb’ of a target virtual 
server that can be installed behind the mitigation and act as a target for the DDoS test if required.

The scope of the test should include the frequency, duration and, critically, timing of the test patterns. 
This has to sit alongside the list of people to be notified prior to the test, and those involved in the test 
directly with responsibility for the systems or devices being tested. 

An example test process
The following is an example test process that might be employed. In any engagement, activereach will 
discuss test attack patterns with the customer and can advise on variations to the kind of test process 
described below. This might mean mixing attacks up, for example, or launching different attacks at 
different intensities at the same time.
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Duration

The overall duration of a typical DDoS test is 90 minutes. This window of testing is suitable for many 
businesses. It is long enough to conduct meaningful tests, yet short enough to fit into a normal business 
routine (e.g. maintenance windows), and to maintain high levels of participant concentration throughout.

Format

Customer stakeholders identified during the pre-test consultation are invited onto a conference call. 
Simultaneously those stakeholders with administration responsibilities for equipment that is either in-line 
for the attack, or form part of the customer’s monitoring capabilities, log into those devices, or enable 
monitors. The testing engineer also makes available a web portal that shows the attack monitored from 
the testing company’s systems.

A 90 minute test may be divided into three test patterns, each pattern comprising of a five minute test at 
each of three intensities – low, moderate and high. Intensity might be measured in packet rate (packets 
per second or pps) or traffic volume (bits per second or bps) or simply the number of agents being 
employed to conduct the test (sessions). Some customers may find five minutes insufficient for their 
monitoring systems to detect and respond. Longer attack durations might mean breaking the test into 
multiple events, or reducing the number of types of attacks being conducted.

Low intensity attacks are useful in identifying whether monitoring systems can identify anomalous traffic 
patterns. Attackers use low intensity attacks to gather intelligence on target detection and mitigation 
capabilities, often weeks in advance of an extortion demand or an actual attack. They can use the 
results to determine the most likely form of DDoS attack to cause the most damage to the target.

Medium intensity attacks are useful in demonstrating how system resources are consumed as attack 
intensity increases. Tuning of defences and monitoring systems is easier as the medium intensity 
attack is easier to spot compared to low intensity, but less likely to disable intervening systems that high 
intensity attacks. Customer technical teams often find it interesting how a DDoS attack manifests itself 
to their users, which can aid in swifter diagnostics in future.

High intensity attacks are useful in identifying vulnerable devices or connections in customer systems 
and enumerating the size of attack (and thus the attacker resources) required to bring the target system 
down. It can help demonstrate the experience of legitimate users during a DDoS attack and thus help 
inform customer communications and risk assessments. High intensity attacks can also reveal previous 
unknown dependencies in networks where shared physical network resources are not obvious.
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Attack geography

The DDoS test platform is comprised on any number of agents in multiple datacentres across the 
globe running traffic generation scripts coordinated by a central command and control system. The 
data centres are located in North America, EMEA, and the Asia Pacific region to mimic the broad 
geographical spread of many botnets.

There are some DDoS attacks, such as the so-called ‘Great Cannon of China’, which are unusual in the 
specific geographical nature of the bots used in the attack. In that attack, a percentage of browsers that 
received Chinese language adverts served from servers behind the Great Firewall of China received 
malware-laced content instead. This converted their browsers into an ad-hoc botnet of great size. A few 
customers may wish to simulate an attack by changing the ratio of agents from each region – but in 
general an even spread of agents geographically is preferred.

DDoS tests can also co-opt agents in Africa and South America, but bandwidth charges in those regions 
can be high and the chance of collateral damage is increased as backbone and peering connections in 
certain regions can be significantly smaller.

Type of attack

The nature of attack is determined by the programme being followed by the agents. At its simplest, the 
script can simply generate traffic load, but there are any number of low-cost online tools that can be 
used to do that. Although such traffic could be used as a DDoS attack in sufficient volume, it is easily 
detected and defeated, even by traditional security and network devices. The power of the DDoS test 
platform is not only in the elastic network of agents, but the sophistication of the scripts available to the 
testing company.

DDoS testing companies maintain a library of DDoS attacks that can be drawn on to recreate DDoS 
attacks seen in the wild, and identified as being potential weaknesses in the technical systems deployed 
at customer sites. Custom scripts can also be developed to mimic user behaviour on custom applications 
(not just web servers – perhaps game or gambling servers, trading systems or online banking).

Test attack types can vary from the kind of traffic seen during a reflected attacks (DrDoS), which use 
intermediary servers to amplify attack traffic volume – recently domain name services, network time 
services and service discovery protocols have been used in this way. This is a classic volumetric attack. 
There is seldom need to recreate the actual scale of these attacks because they can easily exceed 
100Gbps and the risk of collateral damage is too high. Also it would require the use of third party 
reflection servers. Instead it is usual practise to simply directly simulate the attack traffic seen during a 
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DrDoS - replaying what is seen during an attack, rather than using the exact mechanism for generating 
a DrDoS. Testing at lower levels of intensity can ensure the attack can be detected quickly, and the 
customer is aware of how much traffic can be mitigated by their current defences.

Application attacks can also be recreated. These mimic user behaviour and often take advantage of 
web-based encryption (i.e. SSL), which can hide the attack from mitigation systems and services. The 
difficulty here is ensuring that mitigation can detect illegitimate traffic from legitimate traffic and minimise 
or eliminate false-positives. Aggressive mitigation can impact legitimate users and a test can help 
enumerate the risks or poor customer experience.

It is usual to select at least one volumetric and one application attack – and one other, with the type 
determined in consultation with the client. The more the testing company knows about the mitigation 
systems in place, the better the choice of attack might be to demonstrate something interesting, or 
previously unknown about the customer’s security posture.

Emergency stop

DDoS, unlike some other rarer forms of DoS, does not tend to cause permanent damage to systems. 
DDoS relies on constant traffic flow to deny the service to legitimate users. If the flow of traffic is cut off, 
any system that was under attack should return to normal operation within seconds. Sometimes certain 
devices may need to be rebooted to restore service.

The test platform command and control system has an emergency stop that instructs all co-opted 
agents to cease sending attack traffic. This command takes about ten seconds to execute and for the 
agents to cease. Although not used that often, customers like the comfort of knowing that the attack 
traffic can be stopped at any time during the test.

Mid-attack analysis

After each five minute attack instance, the testing engineer will halt the attack traffic and there will be 
an opportunity for the stakeholders to reveal what they observed, and discuss the test – perhaps ask 
questions to clarify understanding or check what the next step of the test will be. This can change 
the nature or intensity of future tests within certain bounds (increase of intensity may not be possible 
without going back to planning phase to ensure that collateral damage is minimised).
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Post-attack analysis

Feedback on the entire test process is captured prior, during, and after the test itself. All stakeholders 
contribute their findings. If the customer wishes, the test engineer can collate the findings and provide 
expert insight and analysis of the results to meet the test’s overall objectives.

Using DDoS tests as part of a security process
Although DDoS tests could be one-off events and can still be helpful in shaping a customer’s approach to 
DDoS mitigation, it is most powerful when incorporated as a regular event in a company’s security diary.

DDoS attack techniques are changing rapidly, and the customer’s increasing dependency on public 
cloud, or 3rd party networks outside the corporate perimeter may be increasing the overall risks 
associated with DDoS attacks. Regular DDoS tests can also allow a company to identify where 
detection and mitigation systems need tuning to protect legitimate traffic, or need reinforcement or 
increased capacity to deal with current threat levels.

Even if compliance does not dictate regular DDoS testing, it can be a strong indicator to auditors, 
investors and customers that a company takes its responsibility to service availability very seriously.

DDoS test pricing
The price of a DDoS test depends on several factors that are discussed with clients during a 
consultation process. This includes, but is not limited to; time of day the attack is conducted, number of 
agents co-opted into the test, maximum intensity of the required attack.

However, a test is a small fraction of the annual cost of effective mitigation systems and can be an 
effective tool to ensure that value for money is being obtained from the mitigation company.

Overage
Mitigation companies and ISPs often ensure they more than cover their costs by charging a customer 
for the size of attack they are mitigating. This is called an overage charge. It makes sense from the 
supplier’s point of view because the cost of the infrastructure to defeat flood attacks is proportional to its 
absolute mitigation capacity. However for a customer, it is unsatisfying that an attacker can determine 
the scale of charges the customer incurs. Attackers may select simple volumetric attacks to cause the 
customer financial grief, rather than a more subtle low and slow attack. It almost doesn’t matter whether 
the mitigation works or not.
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Overage is also a problem for DDoS testing companies because of the chance that a test may incur 
overage charges from the mitigator. Customers are well-advised to check their contract with the 
mitigation company, or have a conversation with them about appropriate levels of testing – and ensure 
that any new contract with the mitigator includes clauses to allow the customer to conduct reasonable 
tests without incurring additional charges.

Conclusions
DDoS tools are now regularly being used by cyber criminals to distract companies from data theft 
or other security attacks. DDoS testing should be used by businesses alongside penetration tests, 
vulnerability assessments and phishing simulations. This will reduce the expected loss from security 
systems and processes that fail to cover all forms of modern threats, which are increasingly being 
blended together.

DDoS testing requires a new set of tools, processes and understanding to implement properly. 
Companies that are contracted to provide penetration tests and/or vulnerability assessments are 
not necessarily focused enough to provide a simulation that stretches mitigation enough. Legal and 
technical pitfalls exist that make it important to engage with a professional organisation that is familiar 
with the necessary scoping and ethical concerns of launching volumetric attacks of this nature.

Please visit https://activereach.net/solutions/network-security/test/ddos-testing/ 
to find out more about activereach’s Managed Testing Services.


