








Hardware can be cloned and license dongles can 
easily be passed from one user to another. In the 
case of lost devices, you often have to simply trust 
that your customer is only using newly issued 
product keys and not the old ones that have been 
lost. 

Processor-based or node-locked licensing can 

offer security on the one hand when issuing 

licenses, however, become a major issue 

when trying to revoke access to software. 

In the case of lost license keys - or for example a 
computer breaks down with the software key 
installed on it, ISVs have, in the past, asked their 
customer to fill out a declaration form and issued a 
new license key. Many companies have multiple 
protection keys and manage entitlements across a 
number of employees and platforms, mergers take 
place, employees leave, roles change and companies 
evolve and grow, losing track of their assets in the 
process. Often the ISV simply has to trust that their 
customer isn't over-using its software. Formal audits 
are the ultimate backstop but one that is expensive 
for both the ISV and the customer. Vendors have to 
be rigorous in order to prevent illegal software usage 
and protect their revenue, however, unsurprisingly, 
no one likes getting audited. 

Introducing complexity into licensing models means 
having to have even tighter control over access rights 
and user entitlements. You can ask customers about 
software deployment, you can ask them to complete 
license verification questionnaires, or more formally 
you can carry out an assessment of customer usage 
through a third party auditor. But ultimately you still 
have very little control over your software unless you 
have a tightly controlled authorisation process. 

The very idea of 'usage' is an anathema in traditional 
solutions - there is no ability to track usage nor limit it 
in any way once a license has expired, except through 
very laborious, typically manual, means. For 
traditional, key-based licensing solutions, 
'revoking access' remains more a pipe-dream than 
a reality. 

However, if traditional licensing solutions struggle 
across the three main touch points of a deployed 
licensing solution (onboarding, in production 
and revoking) what's the alternative? 

Dynamic software licensing 

Gathering good quality data is arguably the most 
important aspect of every aspect of the software 
licensing process. On boarding a customer requires 
knowing who the end user is. The efficient, dynamic 
reconciling of software licenses involves comparing 
customer consumption data with their entitlement 
and ensuring that this information matches. 
Revoking licenses in turn can only be done if an 
ISV has an accurate idea of who is using what and 
where. But if key-based solutions struggle to 
capture the necessary data in order to enable 
dynamic licensing, what is the alternative? In 
today's fast-paced, multi-app world, the best 
licensing solution that can be used to underpin 
an ISVs product distribution is one using 
identity-based licensing. 

Identity-based software licensing 

Identity-based licensing is a method of controlling 
access to digital products based on the authenticated 
identity of an individual. It offers the flexibility to 
license according to a variety of constraints such as 
company, device, location and application type, as 
well as the ability to choose from a variety of license 
models. 

Identity-based licensing is enabled by three 
components. An identity component, which is 
responsible for authenticating the end-user. 
An entitlement or licensing component that 
authorizes access to apps for authenticated users, 
and a reporting component that stores all data 
related to a customer's access and license 
consumption in order to provide key data to 
understanding usage. This data enables dynamic 
license reconciliation as well as a comprehensive 
understanding of overall system usage. 

In an identity-based licensing solution, end-users have 
an individual user account, which they sign in to each 
time they want to access an application. This 
applies irrespective of whether they are using a 
desktop, web or mobile application. Once they 
have an active session, they are able to access 
those products for which they have a valid license. 
This allows for very tight license control between 
end-user and the software product. The client 
application will only grant access to the end-user 
if they have been both authenticated and authorised. 
When you consider the benefits of identity-based 
licensing as applied to the three main touch points in 
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software vendors. Business customers now expect 
providers to deliver a consumer-like experience for 

all of their digital products and it's no longer a case 

of whether or not ISVs and software producers 

have to change; they must change in order 
to step into the future. 

Insights 

Understanding how, when, from what device, and 

similar usage data can provide a better 
understanding of how customers are using 

products. At a basic level, identity-based licensing 
enables a real-time view on licenses issued, 

consumption of licenses, licenses expiry and similar 
data. At a more advanced level, identity-based 

licensing can show usage data across a suite of 
products. It can help software vendors tap into a 

rich stream of data to help customers optimise costs, 
uncover latent demand for products, as well as help 

to reveal potential product improvements, all of 
which speak directly to the ISVs bottom line. 

License model support 

Modern software licensing is not just about counting. 

Software vendors need to be thinking about how 
they can use this process to maximise their revenue 

as well as add value for their customers. Here too, 
identity-based licensing can come to the rescue 

Software must be licensed in order to protect 
revenue, however, thinking of software protection 

as simply minimizing unauthorised use of software 
is a huge mistake. Software vendors don't just need 

to know who their customers are they need to know 

if they are getting value out of their products. ISVs 

then need to ask how they can use their software 
licensing solution to better leverage revenues and 

efficiency and even shorten time to market by 
pushing new software products and trial features 

to their existing customers. In short, the ISV needs 

to have the flexibility to apply different license 

models to different products in order to best be 
able to maximize revenues. 

Summary 

Activating an instance of software is just the 

beginning of what will hopefully be a very long and 
mutually beneficial relationship between an ISV and 

the customer. Software suppliers that want to 
succeed need to align product pricing with the value 

delivered to customers and to do that they need to be 

able to easily apply the best license model to their 
product line. With its support for perpetual, 

subscription, floating, aggregate use time license 
models, identity-base licensing allows an ISV to do 

exactly that. 

Software licensing solutions that require lots of 
'touch points' in a deployment don't scale. Software 

vendors need to be able to offer their products with 
greater flexibility, however, to do this effectively they 

must first let go of the mindset of license keys, 
license files and license servers. In a multi-app, 

multi-device world, identity-based licensing offers 
significant competitive advantages when compared 

with more traditional device-based licensing models. 

About lODuke 

l0Duke provides identity management and licensing 
solutions for leading consumer and technology brands 

worldwide such as Unilever, Savills, Volvo, Rovio and 
more. 

lODuke solutions are used to address two primary use 

cases: user login and authentication to online systems 
and application and user entitlements to licensed 

content such as software applications. These solutions 
are underpinned by three core products: 

The lODuke Identity Provider- enable Single 

Sign-On (SSO) for your customers accessing your 
applications, whether they might be desktop, mobile 

or web, using either their preferred email (direct login), 

their company ID (domain login) or their favourite 

social ID (social login). 

The lODuke Entitlements - deliver IP protection 
and control access to your on line products and services 

with ease & precision; answer the requirements of 
GDPR with full data audit & change tracking. 

The lODuke Reporting API - a back-end reporting 

service which is responsible for storing all data related 
to a customer's access to an application in order to 

generate business insight and enable real-time 
awareness of license consumption and license status. 

www.lOduke.com/prod ucts/identity.jsp 
www.lOduke.com/prod ucts/entitlem ent.jsp 
www.lOduke.com/products/reporting.jsp 
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