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MOVING'FROM A TRADITIONAL ROUTER-CENTRIC WAN TO
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Your business is ever-changing
Your applications and cloud are always evolving
Every cloud and cloud application is unique
...and must be managed across
hundreds or thousands of locations

WHICH ARE ALL DIFFERENT
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2018 GARTNER MAGIC QUADRANT

WA N E d g e I n frast r u Ct u re Figure 1. Magic Quadrant for WAN Edge Infrastructure

* Silver Peak Named a Leader
* According to Gartner: St
« The market for branch office wide-area network gaad
functionality is shifting from dedicated routing, security _—
and WAN optimization appliances to feature-rich SD- iy, T B
WAN and vCPE platforms. WAN edge infrastructure ® e
now incorporates a widening set of network functions, [ e
including secure routers, firewalls, SD-WAN, WAN e
path control and WAN optimization, along with s
traditional routing functionality.

Source: Gartner (October 2018)

This graphic was published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Silver Peak Systems. Gartner does not endorse any

vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research

organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.
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UNORCHESTRATED

Not Business Driven
Network Specific vs. Application Specific
Configuration Drift, No Templates

No central management

service-policy type queuing default-4g-7e-ndrop-in-policy
Service-policy (queuing) input: default-4g-7e-ndrop-in-policy
policy statistics status: disabled (current status: disabled)

Class-map (queuing): 4q4c-7e-in-q4 (match-any)
queue-limit percent 100
bandwidcth percent 25
gqueue-limit percent 30

Service-policy (queuing) output: default-4g-7e-out-policy
policy statistics status: disabled (current status: disabled)

Class-map (queuing): c-4g-7e-drop-out (match-any)
Match: class-map type queuing match-any 1p3git-7e-out-pgl
Match: class-map type gueuing match-any 1p3glt-7e-out-g3
NMatch: class-map type gqueuing mactch-any 1p3git-7e-out-g-default
service-policy type queuing default-4g-7e-drop-out-policy
Service-policy (queuing) output: default-4g-7e-drop-out-policy
policy statistics status: disabled (current status: disabled)

Class-map (cqueuing): 1p3glt-7e-out-pgl (match-any}
priority level 1

Class-map (queuing): 1p3glt-7e-out-g3 (match-any)
bandwidth remaining percent 50

Class-map (queuing): 1p3qic-7e-out-g-default (match-any)
bandwidth remaining percent 50
bandvidth remaining percent 80

Class-map (queuing): c-4g-7e-ndrop-out (match-any)
Hatch: class-map type queuing match-any 1lp3glt-7e-out-g2
service-policy type queuing default-4g-7e-ndrop-out-policy
Service-policy (gqueuing) output: default-4g-7e-ndrop-out-policy
policy statistics status: disebled (current status: disebled)

Class-map (queuing): 1p3qic-7e-out-q2 (match-any)
bandwidth remaining percent 100
bandvidth remaining percent 20

witch(config-sys-qos)# vdc FCOE-VDC type storage
ote: Creating VDC, one moment please ...




DEPLOYING A NEW
APPLICATION IS
REALLY DIFFICULT

Extremely manual

Days

Changes scheduled over months

Not application specific

Complex, brittle, unique

Hours / Site

HBH| |888

HBH| |888

HEH| |BBH
1 1

Deploy appllcatlon to 1,000 locations

1,000+ locations

HBH

HBH

HEH
1

Schedule changes @ 1,000 locations

Router #
Login

Router # Config T
Router # Configure app
Router # Setup QoS

Router #
Define routing

Router # Hundreds of
lines of configuration

Router #
Validate changes
are working



SECURING THE NETWORK

IS IMPOSSIBLE

Huge access lists
Site specific configurations
No orchestration

Not end-to-end segmentation

Complex, brittle, unique, error-prone

Days

Hours / Site

HBH| |888

HBH| |888

HEH| |BBH
m 1

Secure network across 1,000 sites

1,000+ locations

HBH

HBH

HEH
1

Schedule changes @ 1,000 locations

Router #
Login

Router #
Config T

Router #
Configure security

Router #

Configure ACL

Router #
Validate changes
are working
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THE IMPERATIVE: SHIFT TO A NEW WAN MODEL

NOW:
DEVICE-CENTRIC MODEL

Business conforms to constraints of network
Bottoms up: start with the device
Bottleneck

Manual, slow delivery and change cycles
One size fits all

Unsustainable economics

Surprises, always behind
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SOFTWARE-DEFINED

- it IO |
SELF-DRIVING .
- Wide Area Netwofk . .-

" tell the metwork whaf the business wants,
then use automation and machine learning ~ °

‘\ to just make itqvork
d .
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BUSINESS-FIRST MODEL: SELF-DRIVING WAN

Unity Orchestrator

Top-down, business priority-driven

1,000s of cloud applications

Application-specific Routing Adaptive Internet Breakout
Apps get resources by business priority Continuous automated updates

Automated Business Adaptive End-to-End Complete
Self-learning : Intent Overlay : Response : Integrity : Observability

Lifecycle H Self-driving Real-time detection and : Business and : Single pane of glass
Full orchestration : : automated rerouting : security policies :

HIGHEST QoEXx over any transport

MPLS | INTERNET | 4G LTE
10s to 1,000s of branch locations
la] [a] [a] [a] [a] [a] [a] [a] [a] [a] [a] [a] [a] [a] [a] [a]
|n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n| |n n|
T] = Unified Function: SD-WAN + Routing + Firewall + WAN Optimization + Application Visibility and Control

4 3 7

P ‘ ~ 1 .
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DEPLOYING A NEW
APPLICATION IS
REALLY DIFFICULT

« Extremely manual

Days

» Changes scheduled over months

* Not application specific

« Complex, brittle, unique

Hours / Site

HBH| |888

HBH| |888

HEH| |BBH
1 1

Deploy appllcatlon to 1,000 locations

1,000+ locations

HBH

HBH

HEH
1

Schedule changes @ 1,000 locations

Router #
Login

Router # Config T
Router # Configure app
Router # Setup QoS

Router #
Define routing

Router # Hundreds of
lines of configuration

Router #
Validate changes
are working



WITH SILVER PEAK,
DEPLOYING A NEW
APPLICATION IS EASY

» Users deploys the app / policy
from one screen

Deploy application to 1,000 locations
|

Overlay: SaaS

P -
Orchestrator ‘c —N‘- l
F:-’

* Orchestrator pushes and maintains
configuration

« Application automatically ’ '_,:
stays up-to-date =51 [F _

B88| (888 1,000+ locations a]=]z]
BB8| |888 BB8
m 1 1

Time per Site




SECURING THE NETWORK

IS IMPOSSIBLE

* Huge access lists

Site specific configurations

No orchestration

Not end-to-end segmentation

Complex, brittle, unique, error-prone

Days

Hours / Site

HBH| |888

HBH| |888

HEH| |BBH
m 1

Secure network across 1,000 sites

1,000+ locations

HBH

HBH

HEH
1

Schedule changes @ 1,000 locations

Router #
Login

Router #
Config T

Router #
Configure security

Router #
Configure ACL

Router #
Validate changes
are working



f@\ Secure network across 1,000 sites
WITH SILVER PEAK,

SECURE ANY NETWORK, ——

—3
QU ICK LY Orchestrator ‘c -N\' l o “

« Simple, single screen administration

Security Policy

* No access lists to manage

» Orchestrated globally across
entire network

" g
g88| (888 8288

B88| (888 1,000+ locations a]=]z]
BB8| |888 BB8
1 1 1

 Minimizes human errors

Time / Site




TOP DOWN: START WITH BUSINESS INTENT
Virtual WAN overlays built for applications based on business priority
OVERLAY | APPLICATION |TOPOLOGY | WAN PATH | SLA | Routing Policy | QOS | SO | BOOST

POLICY

— Real-Time ————————— Q MPLS 1% Loss
(1] 0
REAL-TIME | 82 (&) (8) webkx Mesh ~ NARMUCACEM 5o jier , HiON

(Backup)

— Enterprise ————————

2% Loss High :
ENTERPRISE = Hub & <Y Internet . High
= 200ms Jitter Throughput
=3l SAP ORACLE
APPS SE LTE 500ms Latency  + Quality ULl
Q (Backup)

TRAFFIC

L e ) i
|

High Best Send to
Office 365 T, @ Internet MPLS Effort Firewall
Breakout ey Throughput

(Backup)

Int t —
GUEST |7 e @3 Local High Best Send

: Internet None ici
WIEI wifd) il Drop S Effort to SWG

> >
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COMPREHENSIVE BUSINESS-DRIVEN ORCHESTRATION

Business Intent Overlays @  Apply Overlays

Overlays +add Match Traffic Enterprise_Apps Appliance ACL v
POS_Overlay
HVAC_Overlay
i i Entprise_Overl; Seleck Huh: p: i i 1
Business intent = o @ v < s zad e - Flexible topologies
> ) singapore
Topol <
overlays opeloay = Hubaspole O New-vork zone per overlay
(1) Connect Regicns Through Hubs Only #* () Edinburgh Enterprise_Overlay v

K
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COMPREHENSIVE BUSINESS-DRIVEN ORCHESTRATION

Business intent =——> Flexible topologies
overlays per overlay

S

Primary fackup  Cross Connect Use Backup Ports on Brownout Thresholds
. . &
MPLS - § tone ¥ Blackout Loss 2 %@ SLAs
Internet 2 a None ¥ Latency | 100 ms

L
WAN Path P LTE O O None v Jiter 100 | ms
Rename Delete ) - -
WAN Links & Internet2 a a None v
Bonding Policy
High Availability High Quality High Throughput High Efficiency

» Failover Osec * Failover <1sec * Failover <isec = Failover <1sec
* Use Best Quality Path = Use Best Quality Path » Load Balance Paths = Load Ba\ance_ Path Cond |t|on|ng
« Path Conditioning « Path Conditioning « Path Conditioning « BW Effidency 100%
« BW Efficiency 50% « BW Efficiency >80% « BW Efficiency >80% and QOS

K
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COMPREHENSIVE BUSINESS-DRIVEN ORCHESTRATION

Flexible topologies
per overlay

S

Business intent =——>
overlays

SLAs

A

v

WAN Path

<+— Path conditioning
and QoS

Preferred Policy Order Policies #' Break Out Locally Using These Interfaces #*
Primary Backup

Send to Zscaler Send to PaloAlto
o MPLS (= !
> Break Out Locally Send to Symantec .
Internet 53

Automating
internet breakout Intemet Traffic * E—— s l
Send to McAfee Internet2 o

O
P
O

Drag-and-drop oo R
policy assignment send to Opag
Traffic Class LAN DSCP WAN DSCP Boost License < WAN Opt
Traffic 1 (Defaul) v trustlan ¥ be v [ Boost this Traffic (as needed)

Management

A\ silverpeak

K
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> EMBEDDED REAL-TIME VISIBILITY ENGINE

Simplify SD-WAN Operations with Visibility into Network and App Performance

O DG @ - - Bl

Flow Count | Top Talkers | Bandwidth Consumed | Latency | Jitter Unlty Orchestrator Packet Loss | Health Heatmap | Logical Topology | Alarms | MOS

Real-time Monitoring

A © ‘7,
A O $ 2 (4
'\QQ“’\ Q N » 8 % 7007 710 709
no® o° S 2, % , 700
400 AQ S () 70, 70,
0 \J S = o, 0 071
0! N 7 0
A N o (/) 0
“00'\\0 ,\Q@ N g % 0. 7, 071, 10
M = 0.
o0t o $° g 2, %700, 700
= 2

A / ®
[ . 1N X .
©,2019 Silver Peak Systems, Inc. All Rights Reserved. . - AS"VBF peak
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FLEXIBLE SECURITY MODEL

Firewall

Simplified Security Based on App Type

_ Drag-and-drop approach dramatically I Check Point
Simple reduces time to configure and manage
security policies (‘ -/\/- l I} FORGEPOINT
— salesforce
. . . Centralized ! Bl Azure
_ App-driven security policy model — orchestration UlicAfee S 1) ofice3s
Intelligent reduces errors, increases g|
efficiency and lowers cost Z Qorag
= A
e B paloalto o0
Secure IPsec tunnels automatically §| Edgeconnect Bl ceoge
established to partner solutions == _ o v
Branch With built-in Symantec
zone-based, I
. stateful firewall .
Single pane of glass to orchestrate € zscaler BitTorrent:
=CALERERERISE and maintain policies, accelerating @ﬁ) gnutella @

deployment of apps

HQ / Hub

/
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> BUSINESS-DRIVEN, END-TO-END SECURITY

Security Policies §

Natnvew | Tatle View

e e e e ¢ |NAustry’s first end-to-end
segmentation model

« Segment and assign
applications to zones for
secure user access

« Spans LAN-WAN-LAN and

LAN-WAN-data center
S — « EdgeConnect can replace
- N - T - the firewall in the majority
e —— - : : of branches

# / 2 ~ % ™ ) | =
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NETWORK-WIDE CONFIG / MGMT / ADMIN

Network and app visibility and control - speeds deployment, accelerates troubleshooting

Montoring | Configuation | Administration | Orchestrator | Support 10 10 Siver Peak Overtays

o
Dashboard || Business Intent Overlays | | Realtime Charts | View Rep

Asems Packet Loss Latercy Inter Noway ¢

An appliance had an issue for 12 hours....

May 24

SPHQOL

amin > 3% ([EEE

23May 01:00

Chart >

Packet loss detail

ke &

E
@ sanFranciscoS!

Top Applications @ e f— o
MapData ' Terms of Use MapData * Tems ofUse | | =l =
Outbound LAN Outbound Wi
- - [==] [
\ o . B o= =]
ps
| unassigned anty =
mhip =
| e unassigned
| . mss (==
rdec e
mssh
W cis_smb =y ==
rde Wit - ——]
ioPhonesFLow ipPhonesFLow
e other
W SAVED BANDWIDTH -
S ———— - i |}

[ R >

/
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WHY FORWARD-THINKING EXECUTIVES CHOOSE US

the key differentiators

BUSINESS QLI_JI'IAC\;LI_II_:_EYSEF CONTINUOUS UNIFIED
DRIVEN

EXPERIENCE

ADAPTATION PLATFORM

(top down, business (path conditioning, voice (Al-driven, self learning, (designed as one,
intent overlays) and video over internet) adaptive orchestration) single pane of glass)

>
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