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USE CASE 1: FINDING PUBLIC FILE LINKS IN THE CLOUD

Finding Public File Links 
in the Cloud

Find and investigate public file links in the cloud.

Cloud security is failing every day due to public file share links – content that users 
deliberately or accidentally expose to outsiders or to unapproved users within the 
company. This presents significant gaps in cloud security and compliance strategies and 
raises important questions such as:

Code42 Next-Gen DLP provides a comprehensive solution to understand how data is 
shared outside the organisation. This approach doesn’t block or shut down sharing, 
ensuring that organisations are protected while there is a free flow of information between 
partners, customers, and users in general. Next-Gen DLP empowers you to:

• What’s going to employee’s personal clouds? 
• Who’s making a link public instead of sharing it with specific people? 
• Are departments or teams using other/non-sanctioned clouds to get their work  
 done? 
•  Are contractors getting more visibility than they should in these clouds?

• Identify files that are going to personal clouds 
• Understand who’s sharing links publicly and why 
• Mitigate instances of non-sanctioned clouds 
• Gain visibility into cloud privileges extended to contractors or other third parties

1) Pinpoint the share... and more. Locate the share link and immediately drill into the who, when, what and where to assess your risk 
 level. Connect the dots and access the complete files... anytime. 
2) Be proactive. Next-Gen DLP allows you to save searches on specific sharing criteria that saves valuable time from finding them each 
 time. Run reports and set up custom alerts to respond to risk immediately. 
3) Without policies. With an approach that treats all data as important, rid yourself of the policies and classification that slows down your 
 security protocols and focuses on getting you all the answers you need - without the administrative burden. 
4) Enable productivity. Users shouldn’t have to be victims of outdated and mundane security policies - that don’t work. Next-Gen DLP 
 provides a platform that balances risk and trust to ensure your business flow isn’t disrupted.

BACKGROUND

SOLUTION

CODE42 DIFFERENTIATORS

USE CASE 1 
Finding Public File 
Links in the Cloud.

USE CASE 2
Departing Employees.

USE CASE 3
Forensic and Legal 
Investigations.

USE CASE 4
Lost or Stolen Laptops

USE CASE 5
Mergers and Acquisitions.



USE CASE 1: FINDING PUBLIC FILE LINKS IN THE CLOUD

Idea driven organisations are creating and sharing valuable intellectual property (IP) every 
day. In today’s age of continuous employee churn, protecting that IP is challenging. While 
departing employees taking data with them can be harmless, departing employees can 
knowingly steal IP from their organisations to benefit another entity, gain a competitive 
business advantage, start a competing organisation or gain personal financial benefit. 
Important questions around departing employees are typically:

Code42 Next-Gen DLP can help security teams quickly spot, investigate and remediate 
file exfiltration incidents. When employees depart, Code42 Next-Gen DLP monitors all file 
movement and ensures no valuable IP is lost. Next-Gen DLP empowers you to:

Code42 Next-Gen DLP provides a proactive mechanism to understand file exfiltration 
details (across endpoints and cloud services) and take action with valuable insights.

• Who is taking files with them? 
• What specific files are being taken? 
• Where are the files going? (Example: Personal USBs, cloud service accounts) 
• What is the specific content of the file?

• Identify specific individuals who are taking IP 
• Know what specific files employees are taking 
• Understand how files are being transferred and uncover malicious intent 
• Inspect the content of files of interest to assess scope of risk

1) Monitor for insider threat. Next-Gen DLP provides monitoring tools that give you visibility into activity often associated with malicious 
 insider behaviour, such as unauthorised file movement. Receive custom alerts to notify you when suspicious activity occurs. 
2) Across multiple exfiltration vectors. Whether its removable media like USBs, personal cloud accounts, encrypted zip files, and 
 browser activity etc, Next-Gen DLP captures file activity across all vectors in real time. 
3) Focus on file activity, not users. File movement patterns provides valuable security insights into accidental or deliberate file 
 exfiltration by users. Identify specific high-risk users and receive email notification when suspicious activity occurs. 
4) Without blind spots. With an approach that treats all data as important, rid yourself of the policies and classification that restricts your 
 security visibility and focuses on getting you all the answers you need – without the administrative burden.
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Departing Employees

Protect IP from departing employees.
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In business, some things are inevitable. Count security incidents in that group. Systems 
will be attacked, infrastructure will fail, and insiders will pose a continued threat to IP. No 
matter how well you prepare, there will be incidents that cannot be prevented. At the core 
of this struggle is being able to respond to these incidents in a timely fashion. Every minute 
that ticks by enhances risk and financial burden to organisations. In the midst of this chaos, 
security and legal teams are often accountable to answer:

Code42 Next-Gen DLP significantly improves detection and response times - and the 
process can be as simple as using a search engine. Next-Gen DLP speeds up investigations 
by searching billions of security events across endpoints and cloud services – in seconds! 
Security and legal teams have immediate answers to respond to security incidents. Next-
Gen DLP empowers you to:

Code42 Next-Gen DLP provides a powerful platform to respond to the most challenging security incidents - in seconds.

• Has my organisation been hit by malware? 
• Are critical files being stored on devices that belong to unauthorised users? 
• Has unwanted distribution of confidential files occurred? 
• Are unsanctioned applications in use currently? 
• Are there executable files that reside in unexpected locations?

• Find known malware 
• Monitor location of critical files 
• Identify cloud files shared with external users 
• Investigate unwanted file distribution 
• Search for unsanctioned applications

1) Results in seconds - not days or weeks. Next-Gen DLP allows you to quickly investigate and respond to security incidents, using one 
 simple search bar. 
2) Investigate even when offline. Metadata stored in the cloud allows for near instantaneous search results for all files across all 
 endpoints and cloud services - even when offline. 
3) Current and historical file events. In security, events are often triggered before the incident itself occurs. Analyse current and 
 historical files events and activity everywhere. 
4) Support corporate litigation. Next-Gen DLP automates the preservation and collection of endpoint files.
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Investigations

Security investigations made fast, simple and comprehensive.



USE CASE 1: FINDING PUBLIC FILE LINKS IN THE CLOUD

Laptops have become synonymous with today’s mobile and ever-moving workforce culture. 
Unfortunately, they also represent the most common vector for data loss – whether by loss 
or theft. This presents significant security concerns primarily pertaining to the data on the 
device itself. Then there’s the time associated with providing the affected user with a new 
device that has all the data and settings exactly the way it was. Challenges typically fall into 
the following categories:

Code42 Next-Gen DLP provides a powerful platform that allows for rapid recovery of lost, 
deleted and ransomed files. A single and lightweight agent frequently collects all files 
from issued laptops to ensure there are no gaps in data protection strategies. In addition 
to the recovery of files, Next-Gen DLP goes the extra step of providing you the ability to 
investigate the file contents and quickly gage risk to your organisation. Issuing new laptops 
to users with all data and settings restored becomes a matter of minutes, not days. Next-
Gen DLP empowers you to:

Code42 Next-Gen DLP gives you a unique edge to recover data when laptops are lost are stolen. In addition, gain fast and comprehensive 
security insights to gage risk to your organisation.

• Was the data on the stolen or lost laptop valuable IP? 
• How frequently was data from the device collected? Could I be missing critical data? 
• Can I prevent access to the laptop that has been compromised? 
• What are the specific contents of the compromised data, even previous versions? 
• How quickly can I get the affected user back and running on a device with everything 
 intact?

• Quickly assess whether valuable IP has become compromised 
• Understand the collection frequency and data protected over the lifespan of the laptop 
• Immediately lock down laptops and desktops to prevent data from being accessed when a device is lost or stolen 
• Retrieve actual file contents so you can determine whether a file contains sensitive data 
• Provide a new laptop to an affected user with all data and user settings intact – in minutes!

1) Recover every version of every file. Recover prior file versions and deleted files. Restore files to their original folder location, to a new 
 location or to the downloads folder. Select files by date, time or version. 
2) Inspect the contents on files. Retrieve actual file contents so you can determine whether a compromised file contains sensitive data. 
3) Speed up laptop replacement from hours to minutes. Next-Gen DLP migrates all files and user profile settings from one device to 
 another, reducing downtime from three hours to 30 minutes per device. 
4) Recover, assess risk and take action. With valuable insights available to you instantly, make an informed decision to revoke access 
 rights to a compromised laptop to further protect your organisation.
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Lost or Stolen Laptops

Rapidly recover lost, deleted and ransomed files on laptops.
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Data loss is increasingly common in M&A for the same reason it’s increasingly common 
throughout the business world: More than half of all enterprise data now lives on endpoints, 
beyond traditional visibility and security tools centred on a network drive or central server. 
If the target company can’t see what its employees are doing with data on their laptops and 
desktops, then a potential buyer has near zero visibility. IP is what an acquiring company 
is buying - the info that is critical to the value and competitive advantage gained through a 
deal. This raises important questions specific to IP:

Code42 Next-Gen DLP provides comprehensive data loss protection during mergers and 
acquisitions. By collecting, protecting and securing all data living on a target company’s 
endpoints  - before, during and after a deal, Code42 mitigates the risk of insiders exposing 
or selling newly acquired IP. Additionally, a cloud-based rollout strategy ensures your 
expanded users are immediately protected with no impact to productivity. Next-Gen DLP 
empowers you to:

Code42 Next-Gen DLP gives you the perfect data loss protection platform to ensure smooth and efficient mergers and acquisitions.

• Are you aware of all the IP within the target company? 
• Can you be sure all this IP will come with the deal? 
• Can you be certain it won’t leak to a competitor? 
• How quickly can you protect data across companies?

• Quickly become aware of all IP within the target company 
• Ensure no IP is lost during the transition 
• Understand where potential IP is – Who is taking it? Where are they transferring it? 
• Quickly deploy Code42 Next-Gen DLP across all your new users to ensure immediate 
 DLP (Data Loss Protection)

1) Deploy in days, you don’t have months. Code42 Next-Gen DLP deploys and scales to thousands of users in days. Technology should 
 enable your mergers and acquisitions, not slow them down. 
2) Continuous and automated data collection. Quickly understanding all associated IP on target companies is valuable to the success of 
 any M&A. 
3) File exfiltration detection. Immediately detect situations of insider threats by understanding who is taking what IP and where it’s 
 going. 
4) Device migrations in 30 minutes. Get your new users up and running in as little as 30 minutes, without ever having to issue them a 
 loaner. Cloud-based data and profile transfers ensure seamless IP protection and productivity across the board.
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Protect IP during mergers and acquisitions.
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Code42 is the leader in data loss protection, visibility and recovery solutions. Native to the cloud, the Code42 Next-Gen Data Loss Protection solution rapidly detects insider threats, helps satisfy 
regulatory compliance requirements and speeds incident response  -  all without lengthy deployments, complex policy management or blocks on user productivity. Security, IT and compliance 
professionals can protect endpoint and cloud data from loss, leak, misuse and theft while maintaining an open and collaborative culture for employees. Founded in 2001, more than 50,000 
organizations worldwide, including the most recognized brands in business and education, rely on Code42 to safeguard their ideas. The company is headquartered in Minneapolis, Minnesota, and 
backed by Accel Partners, JMI Equity, NEA and Split Rock Partners. For more information, visit code42.com, read Code42’s blog or follow the company on Twitter. © 2019


