
Protecting Sensitive Content in  
a Dangerously Connected World
Build a Stronger Defense Against External Workflow Threats



The modern enterprise spends millions of dollars on cyber security, 
yet the modern CISO can’t say in any specific detail what information 
is entering and leaving the firm. How sensitive is it? Who is sending it?  
Who is receiving it? Where is it going? As a result, everyday workflows 
where employees exchange sensitive information with external parties 
expose the firm to constant threats, including leaks, phishing, malicious 
files, and compliance violations. These external workflow threats 
have a common theme: a user is the actor, and a file is the agent. 
Complete protection requires a defense that spans the full breadth 
of the associated threat surface: the collective paths of all files 
entering and leaving the organization.  

EXECUTIVE SUMMARY
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This eBook takes a 
fresh look at cyber 
security through 
the sharp lens of the 
external workflow threat 
surface and presents five 
concrete strategies to 
visualize it, shrink it,  
and defend it.

For most CISOs, the threat surface of external workflows is only partially visible and partially defended. You can’t 
really see it by scanning packets, because packets are on the wrong layer. You can’t fully defend it by scanning a 
file, because a file is only one point on the larger surface. This eBook presents a holistic strategy to build a stronger 
defense for protecting your sensitive content in a dangerously connected world.

1
Visualize the threat surface 
with a CISO dashboard that 
monitors all sensitive content 
and IP that enters or leaves 
your organization, including 
the who, what, where,  
when and how of every  
file exchanged with an 
external party. 

2
Shrink the threat surface by 
constructing secure external 
and internal perimeters. 
Simplify external file sharing 
for users. Consolidate 
access to enterprise  
content. Eliminate shadow  
IT where sensitive files  
exit, and malicious files  
enter undetected.

3
Harden the threat surface 
by encrypting data in-transit 
and at rest. Avoid public 
cloud storage for sensitive 
data and segregate your 
most sensitive content. 
Secure and harden systems 
that automate and monitor 
external file transfers.

4
Defend the threat surface 
against internal and 
external file threats. Employ 
tight governance over 
file transfers to prevent 
breaches. Inspect every 
file to block malicious 
incursions. Leverage external 
workflow metadata, such 
as origin, destination, time 
of transfer, and content 
sensitivity to increase 
compliance and control.

5
Build a holistic proactive 
defense that spans the  
entire external workflow 
threat surface. Channel 
every file that enters or exits 
the organization through 
best-in-class security 
solutions, including SSO, 
LDAP, AV, ATP, DLP, and 
SIEM. Develop benchmarks, 
heuristics and automation 
to move from reactive to 
proactive defense.
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The Threat Surface of External Workflows

Some cyber threats are more straightforward than others. Direct attacks, such as brute force login and denial of 
service, have a common recipe for defense: shut them off.  Direct threats have simple threat surfaces. To defend 
against them, you just harden your shell. Close some ports. Strengthen your firewall. Shut them off.

Indirect threats that subvert everyday business activities, such as identity theft, internal leaks, industrial espionage, 
and malicious emails, are much more difficult to address. You can’t just shut them off, because shutting them off 
means shutting down the business. They have complex, intricate threat surfaces that are difficult to define and more 
difficult to defend.

These indirect threats all follow a similar pattern:  bad actors exploiting everyday workflows where employees 
exchange information with external parties. Internal threats subvert outbound workflows by leaking a sensitive file out 
and external threats subvert inbound workflows by letting a malicious file in. Users are the actors and files are the 
agents.  An attack can occur anywhere along the path of the file as it enters or leaves the organization.  

To understand the threat surface of a single workflow, you can just follow the file. Who sent it? Who received it? What 
is in it? When? Where? How? To understand the full threat surface of all external workflows, you must visualize the 
collective paths of all files entering and leaving the organization.
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If You Can’t See It,  
You Can’t Defend It
The modern enterprise spends millions of dollars on cyber security, yet the 
modern CISO can’t say in any specific detail what information is entering 
and leaving the firm. In most organizations, the external workflow threat 
surface is only partially visible and partially defended. You can’t really see it 
by scanning packets, because packets are on the wrong layer. You can’t fully 
defend it by scanning files, because a file is only one point on the surface.  

Do you have visibility to the path of every file entering and leaving your 
organization? If the answer is no, then you have no real control over the 
threat. You can implement point solutions, such as anti-virus (AV) and data 
loss prevention (DLP), but how can you be sure that they are seeing every 
file? How can you be sure that you are protecting the entire path? It only 
takes one malicious email attachment to destroy your network. It only takes 
one leaked client folder to destroy your reputation.

To manage the threat, you must measure it. As a start, you need a detailed 
log of each external file transfer. Where is it coming from? Where is it going 
to? Who is sending it? Who is receiving it? What are its contents? Is it 
sensitive?  Is it infected? Imagine the power you would gain with a CISO 
dashboard that shows all external file transfer paths in real-time between 
your organization and your customers, your vendors, your partners, your 
attorneys, your investors, and all other external parties.  

With visibility of all external file transfers, you can separate routine 
work from anomalous threats. Imagine analyzing those communication 
paths along relevant dimensions, such as content sensitivity, origin and 
destination, time of day, or simply file type. When you can see the threat 
surface clearly, completely, and in context, then you can devise a holistic 
security strategy that prevents bad actors from subverting your everyday 
external workflows.  

To understand the full threat surface of all external 
workflows, you must visualize the collective paths  
of all files entering and leaving the organization.
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Shrink the Threat Surface
Securing the threat surface of external workflows is completely 
analogous to securing a busy office building with a constant 
flux of employees and visitors. You can’t lock everyone out. 
You can’t monitor every person, every moment. But, you can 
start by protecting the entrances and exits to establish a secure 
external perimeter. And, you can lock the doors to your valuables 
to establish a secure internal perimeter. You can also shrink the 
overall threat surface by reducing the number of doors.
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User apps, such as email, are the 
entrances and exits for files entering 
and leaving your organization.  
Enterprise apps and file stores, 
especially those where you keep 
sensitive content, are the doorways 
to your valuables. To shrink the 
external workflow threat surface, you 
must consolidate and secure these 
checkpoints. Restrict and secure the 
number of ways users can exchange 
files externally. And, restrict and 
secure the number of content 
repositories where valuable files are 
stored internally.

Users share files from a wide array 
of endpoints: email, Web browsers, 
office apps, mobile apps, and 
enterprise apps. To shrink the 
threat surface, you must restrict 
these applications by controlling 
unauthorized software installation 
and deploying a cloud access 
security broker (CASB) to block 
unauthorized cloud services. After 
reducing the number of entrances and 
exits, you need to funnel file traffic 
through security checkpoints, so each 
file can be efficiently inspected and 
secured—this can be achieved with 
simple app plugins for each endpoint. 
Plugins should make sending, 
receiving, saving and retrieving files 
very simple, otherwise users will 
attempt easier routes to complete 
their daily workflows, such as insecure 
consumer file sharing services. You’ve 
got to cover all the exits and make 
them super easy to find.

To further reduce the threat 
surface, you must establish a 
secure internal perimeter around 
your sensitive content by unifying 
access to all enterprise content 
stores. Otherwise, sensitive files 
can leak out undetected and 
malicious files can worm their way 
into your core content repositories. 
Most organizations face many 
obstacles and trade-offs that limit 
their ability to unify content access. 
For example, legacy content stores 
may be too expensive to migrate to 
a consolidated repository. Highly 
sensitive content might need to 
be segregated from less sensitive 
content. Regulatory requirements, 
such as data sovereignty rules, may 
prohibit the consolidation of content 
across international boundaries. It is 
less important that you consolidate 
the actual content, than it is that you 
consolidate access to the content—
the doors. The fewer doors and 
security checkpoints, the smaller  
the threat surface.
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Harden the Threat Surface

Every point along the external workflow threat surface should be hardened to protect against a data breach. The 
first order of business should be to lock down access to the entrances and exits. External file sharing should only 
be allowed through approved end user applications and enterprise content repositories. Access should be tightly 
controlled with standard SSO and LDAP implementations, and multi-factor authentication for the most sensitive 
content. All enterprise content repositories should be encrypted. All file transfers should be encrypted from origin to 
destination. Systems managing external file transfers should be hardened as well and have severely restricted access.  

Public cloud storage presents a significant risk for storing truly sensitive content, such as legal documents, health 
records and proprietary IP. It not only exposes data to unauthorized access by unknown third parties, but the 
consolidation of data creates a honey pot for attackers and increases the risk of a large-scale breach. Depending on 
jurisdiction, that honey pot can even attract the government. For example, the US Federal Cloud Act of 2018 allows US 
law enforcement to compel technology companies via subpoena to provide data stored on their servers, regardless 
of whether the data is stored in the U.S. or on foreign soil. In plain English, your sensitive data can be collected in bulk 
without your knowledge or approval. On-premise or private cloud repositories should be the standard for truly sensitive 
information and IP.     
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Prevent Data Breaches
Internal file threats entail a breach of sensitive information from 
secure content stores to unauthorized third parties. To prevent 
them, you must ensure that all sensitive files are saved to the correct 
repository, and then tightly control who, when and how files can be 
retrieved. Assuming you have shrunk the threat surface by unifying 
access to enterprise repositories and making it very easy for users 
to save and retrieve files, then the next step is to inspect every 
attempted retrieval and block unauthorized requests.

Enterprise content access should be tightly governed with highly 
granular user-level permissions. The most sensitive content should 
be segregated, so that additional security measures can be easily 
applied, such as multi-factor authentication. This is all standard 
best practice. However, monitoring the entire file transfer path—the 
end-to-end threat surface—enables real-time application of stronger 
security measures based on transfer metadata, such as sender, 
receiver, origin, destination, and time of transfer. 

On a file-by-file basis, DLP can be deployed to deny unauthorized 
requests based on the content. This process can be accelerated  
by implementing a data classification standard that allows DLP  
scans to be performed offline and requests for sensitive content 
to be processed in real-time. This type of context-aware, content-
aware security can only be applied along the natural threat surface of 
external workflows: users, applications and files. It is impossible  
to apply it at the network and physical layers, because the relevant 
data is either unavailable or encrypted.

On-premise or private cloud repositories 
should be the standard for truly sensitive 
information and IP.
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Block Malicious Attacks

External file threats introduce a malicious file into the organization under 
the guise of an everyday workflow, generally with the help of an end user.  A 
phishing email with a malicious attachment presents a classic example, but 
it is far from being the only available attack vector. Every potential entrance 
for an external file offers an attacker a foothold onto the threat surface, 
including email, web, chat, FTP, P2P, and even flash drives.

Having shrunk the threat surface by limiting the entrances—the user apps 
where files can enter—we can now efficiently monitor and inspect every 
incoming file to detect, isolate and neutralize all incoming threats. At a 
minimum, every file should be cleared by anti-virus software prior to storage 
in an enterprise repository. More suspicious files may require advanced 
threat protection (ATP) to isolate and execute them in a secure environment.  
High inbound file traffic should undergo stratified inspection to avoid 
reducing user productivity. Suspicious files can be marked for detailed 
inspection and queued based on workflow metadata, so that higher priority 
workflows receive higher priority processing.

Monitoring the entire file transfer path allows you to go beyond simple 
file inspection. Security rules based on file transfer metadata can also 
be applied to strengthen your defense. Who is sending the file? Who is 
receiving it?  Where is it coming from?  Not just an IP address, but who  
and where.  This information is only available at the user-application-file 
level, so this defensive strategy is only possible on the external workflow 
threat surface.

Every potential entrance for an external file offers an 
attacker a foothold onto the threat surface, including 
email, web, chat, FTP, P2P, and even flash drives.
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Complete protection against external workflow threats 
requires a holistic defense that spans the entire threat 
surface. Every external file transfer must be routed 
through a secure conduit that extends across the entire 
file transfer path from authorized employee to secure 
content repository to secure sharing application to 
authorized external party.  By locking down the entire 
path, you gain the ability to send every external file 
transfer through a gauntlet of best-in-class security 
solutions, including SSO, LDAP, AV, ATP, DLP, and SIEM.

Total control of the threat surface allows you to move 
from reactive to proactive defense. Each file transfer trace 
contributes a thread to a larger tapestry that displays 
a detailed map of how your business interacts with the 
outside world—your CISO dashboard of the external 
workflow threat surface. From this treasure trove of 
data, you can develop benchmarks of normal business 
activity and heuristics to detect anomalies. Why are files 
being downloaded from Nigeria when you don’t have an 
office there?  Why is the new financial analyst sharing a 
quarterly statement prior to the press release? With this 
level of understanding, you can automatically respond to 
anomalous activity before it becomes a threat, providing 
the ultimate defense of your most sensitive content in a 
dangerously connected world.

Build a Holistic Proactive Defense
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About Accellion
The Accellion platform enables organizations to securely share sensitive information beyond enterprise borders while 

maintaining the controls and visibility needed to demonstrate compliance. Accellion’s solutions have been used by 

more than 25 million end users and have been installed at more than 3,000 of the world’s leading corporations and 

government agencies including NYC Health + Hospitals; KPMG; Kaiser Permanente; Latham & Watkins; National Park 

Service; Umpqua Bank; Cargill; and the National Institute for Standards and Technology (NIST). For more information 

please visit www.accellion.com or call (650) 249-9544. Follow Accellion on LinkedIn, Twitter, and Accellion’s Blog.
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