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ABOUT US
Established in 1999 we have long standing experience of providing class 
leading cyber security solutions to customers ranging from small to large 
enterprises. Our expertise lies in our deep understanding of the cyber 
security market and unique position in bringing some of the best of breed 
products and services to provide a fit for purpose and value for money 
security solution. 
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E X E C U T I V E 
S U M M A R Y

The last thing an organisation wants is a threat to reach their users’ endpoints, not only 
because of the immediate proximity to your data, but also because you don’t want to rely 
on your users’ decision making. Traditionally, people only think of standard antivirus when it 
comes to endpoint protection, but in today’s environment, this isn’t good enough. Malware 
attacks are evolving and becoming more and more common and without up to date and 
comprehensive endpoint protection, it’s easy to become the next target of an attack. 

The latest and greatest in endpoint protection involves everything from vulnerability 
protection to machine learning and behavioural analysis, but also still incorporates solutions 
like antivirus and application whitelisting. It’s easier than ever to become a bad actor, which 
is why threats continue to increase and why endpoint security also continues to evolve. 

This whitepaper outlines the most critical elements of endpoint security and why they are 
necessary for any type of organisation. Also, we describe the attack on one Secon Cyber 
customer and how they responded after the dust settled. 
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A N T I V I R U S

Antivirus is the backbone of 
endpoint security and still 
serves a practical purpose in 
today’s security environment. 
Although machine learning is 
a valuable tool for identifying 
new threats, there’s no point in 
applying machine learning to 
viruses it already knows about 
because you’re using up a lot 
of computing power for a task 
your antivirus can take care of 
with standard pattern matching. 
Although, if you want to make 
sure your antivirus is keeping 
you safe, you need to keep it up 
to date. 

If you deployed your antivirus 
two years ago and haven’t 
touched it since, you’re lucky you 
haven’t been hit with an attack. 
Bad actors haven’t sat around 
idle for the last two years and 
aren’t using the same types of 
attacks. The nature of malware 
has changed, and this means 
you need to stay updated in 
order to stand a chance against 
attacks. 

In addition, with added 
application whitelisting, you’re 
protecting yourself from 

application based malware. 
With the whitelisting approach, 
only the specific applications 
you name can launch, thus 
preventing any viruses from 
executing. 

In the past, it’s always been 
difficult to apply policies across 
your company because each 
department uses their own 
applications and not everyone is 
on the same laptop build. Now, 
you can put your solution in 
listening mode to build a picture 
of what applications are being 
used across the organisation in 
order to work out which ones 
are legitimate. 

For best practice, anything that 
doesn’t have an explicit business 
use should be blocked so you 
aren’t frivolously exposing your 
endpoint to threats. For example, 
if you were to find an endpoint 
with BitTorrent installed, it’s 
very unlikely there’s a legitimate 
business use for it, so why not 
block it? File sharing applications 
are massively exposing your 
endpoint because downloading 
something illegal can easily 
download malware as well.
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M A N A G E D
D E T E C T I O N
A N D 
R E S P O N S E

Two common things come up time 
and time again when people are 
victims of an attack. The first is their 
antivirus software was not up to 
date, and the second is they weren’t 
monitoring the alerts their antivirus 
produced. Antivirus products make 
a lot of noise because they detect 
everything that might be dangerous. 

The problem with this is not many 
businesses have the resources and 

capability to be able to interpret 
these logs, let alone have the time to 
continually monitor them. 

Managed detection and response 
(MDR) provides a team of skilled 
cyber security engineers that are 
watching all your logs for you. Your 
logs are run through an engine which 
cuts out a lot of the noise made by 
the security solutions. 
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V U L N E R A B I L I T Y  P R O T E C T I O N

Patching vulnerabilities is one of the 
easiest ways to protect yourself from 
cyber attacks. Realistically though, no 
organisation can deploy new patches 
the day they come out in the fear 
they will break applications that are 
critical to business operations. Due to 
this, IT teams must test every patch 
that is released. Unfortunately, this 
is the perfect opportunity for cyber 
criminals to attack your network. 

“In my experience, good organisations 
will patch in about 30 days, but that’s 
still a big window of opportunity for 
a bad guy,” says Andrew Gogarty, 
our Head of Customer Success. 
“Typically, it can be up to 90 days 
because deploying a patch isn’t 
straight forward and testing and 
change control procedures need to 
be followed.”

This is where vulnerability protection 
comes into play. Your endpoint is 
scanned in order to find existing 
vulnerabilities. If any are found, 
you can either automatically or at 
the press of a button apply a host 
intrusion prevention rule to stop 
anything from trying to exploit those 
vulnerabilities. This ensures you are 
protected whilst conducting testing 
and going through change controls.

When WannaCry hit in 2017, the 
ransomware exploited a SMBv1 
vulnerability. Microsoft had released 
a patch for this over 30 days before 
the attack, which led many people 
to question why the affected 
organisations hadn’t already patched 
it, but as we know, it’s not as easy as 
that. While the attack was taking place, 
those with vulnerability protection 
could breathe a sigh of relief because 
even before Microsoft had released 
their patch, a fix had been pushed 
out that could stop this vulnerability 
from being exploited. 

You may be wondering why these 
fixes are any safer to deploy than 
an untested patch, but this is simply 
down to the fact that the rules the 
vulnerability protection solution 
applies are much easier to roll back 
than a patch. An untested patch can 
cause far reaching consequences, 
whereas when a rule applied by 
your vulnerability protection breaks 
something, you can reverse the fix at 
the push of a button. In addition, you 
have the ability to view the changes 
the rule will make before you ever 
apply it to ensure nothing important 
will be affected. 
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P E R I P H E R A L
D E V I C E S

It’s necessary to be aware of every 
potential risk to the security of your 
endpoint. The USB, HDMI, or any 
other port on your laptop present 
the opportunity for malware to 
gain access to your endpoint. The 
ability to transfer data from a USB 
drive, for example, is a large risk if 
your organisation is not controlling 
that data entering or exiting your 
endpoint. 

Today’s endpoint solutions allow 
you to be extremely granular when 
determining what devices can access 
your endpoint. You’re able to define 
policies that can stop all data transfer 
except to specific devices, which can 
be defined down to specific serial 
numbers. Also, you can tie in your 
active directory to predefine who can 
transfer what data. With the addition 
of encryption solutions, you can also 
choose to encrypt any data that is 
transferred off of the endpoint. 

Due to this level of control, you can 
integrate Data Loss Prevention (DLP) 
to build further policies around the 
types of data that can be transferred 
from your endpoint. Although this is a 
useful feature of endpoint protection, 
it does not have the full capability and 
features of a dedicated DLP solution.
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E N D P O I N T  E N C R Y P T I O N  A N D 
M O B I L E  D E V I C E  M A N A G E M E N T  ( M D M )

People lose laptops. It’s easy to do and inevitably at least one of 
your users will do so. With GDPR, it’s especially important that you 
don’t lose track of any endpoints with PII data. If you lose a laptop 
with hard disk encryption, you can relax knowing that all your data 
is safe because unless the person who finds can authenticate 
properly, all your data is protected. 

Today, with people saving email attachments and conducting a 
lot of work on their mobile phones, losing a mobile can be just as 
stress inducing as losing a laptop. Many endpoint security solutions 
now include mobile device management (MDM) to help ease this 
stress. You can locate the device using GPS, completely wipe it, and 
control what applications are able to be downloaded. Even if you 
haven’t lost your device, antivirus can be applied to help protect 
against threats, especially on Android phones since their application 
ecosystem isn’t heavily policed for potential security risks. 

S A N D B O X I N G

Although most endpoint solutions are not doing actual sandboxing on 
the endpoint, you can still add a sandbox which runs the current builds of 
your operating systems. If something still looks suspicious after antivirus 
and machine learning, it will be sent to this sandbox to see what it does. 
When it comes to sandboxing, you want potential malware to execute 
so you can detect it. Most malware writers know people use sandboxes 
and will do their very best to try and not have their malware execute in a 

sandbox. 

If you have a vanilla build of an operating system that doesn’t have any 
files saved or live processes running, it will become abundantly clear to 
malware writers that is this a sandbox. Many times, if it is a targeted attack, 
bad actors will do reconnaissance on your organisation and therefore 
will know exactly what version of web browser you use, for example. In 
this case, they would write malware that only executes if it see this exact 
build of browser. Due to this, it is always best to put your most current 
operating system build into the sandbox to trick the malware into thinking 

it’s an active endpoint on your network. 
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E N D P O N T  D E T E C T I O N 

A N D  R E S P O N S E

Not knowing whether you have malware on your endpoint after an attack can be 
incredibly scary. After the WannaCry attack, Secon Cyber received many calls from 
people asking how they could figure out whether their endpoints were infected 
with the malware. Endpoint Detection and Response (EDR) helps to answer these 
questions. EDR enables you to search your network for the known malware file and 
if it finds it anywhere, it will show you the exact endpoints which have been infected 
and what changes the malware made. 

In addition, in the midst of a virus outbreak, the first thing everyone wants to do is 
get the virus off of their network as quickly as possible. This could involve unplugging 
machines, wiping disks, reformatting hard disks, or rebuilding a laptop just to get rid 
of it. Unfortunately, sometimes getting rid of the malware means you’re also deleting 
forensic information that you’ll need later to find out what it did, where it went, how 
it got in, and who was impacted. EDR lets you remove the malware without losing 
the forensic information. It acts like a flight recorder to keep the information about 
what happened on that endpoint so you have a full audit trail. 
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W H A T  D O E S  I T 
L O O K  L I K E ?

One of Secon Cyber’s customers found out 
the importance of endpoint security the hard 
way. The company was looking to kick off a 
consolidation and transformation project 
across the whole business to improve their 
endpoint security. They already had some 
level of security, but had different solutions 
in different countries which made managing 
them across the business a nightmare. They 
were all set with budget to improve and 
streamline their protection, but were just 
holding out until their next renewal.

NotPetya hit in June 2017, completely 
devastating businesses across Ukraine. 
Secon Cyber’s customer had presence in 
Ukraine and this site was hit by the attack. 
Due to this, they had to cease all Ukrainian 
operations and shut down everything on 
that network. Whilst we were able to help 
them contain and limit the impact, it was 
recognised that if something like this ever 
happened to one of their larger sites, the 
impact could be far greater. They decided 
that they wanted to do everything they could 
to stop larger attacks in the future. 

Secon Cyber and Trend Micro went through 
the kill chain of NotPetya and highlighted 
the best practices the company could 
implement to stop further malware attacks 
across their global network. At the end of 
the day, they deployed every aspect of Trend 
Micro’s endpoint security and Secon Cyber 

provided professional services to help them 
implement it all in line with best prctice. Now, 
they have a global standard for antivirus, 
application whitelisting, and vulnerability 
protection and with our help, have elevated 
their endpoint security to a whole new level.

This case study demonstrates the change 
that can happen when the board supports IT 
with making the business more secure, which 
is promising. On the other hand, although 
large scale malware attacks bring security 
policies into the forefront and cause both 
those affected and their peers to re-evaluate 
their security strategies, transformation 
needs to take place before this. Historically 
it’s always been a ‘it won’t happen to me’ 
attitude when it comes to cyber security, but 
with the frequency of attacks and the huge 
amounts of revenue bad actors can bring in, 
now it’s a case of when, not if. 

Comprehensive endpoint security can help 
protect against these kind of malware attacks 
and ensure you don’t look like an easy target 
to attackers. Many breaches are crimes of 
opportunity and if you are protecting yourself, 
you won’t be a worthwhile target for many 
bad actors. All of these elements of endpoint 
security are important to building a strong 
defence against attacks and defending your 
users’ endpoints from the increasing level of 
threats. 
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