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Introduction
It used to be that technology was viewed as a utility, similar to 
power, and though it was true that you couldn’t run your business 
without either, neither were going to represent a competitive 
differentiator. Times have changed, and now customer experience, 
revenue and brand reputation are digitally centered, employee 
productivity is thoroughly dependent on technology, and even your ability  
to attract and retain talent requires a compelling digital workplace.

Over recent years the ability for companies to divest themselves of infrastructure, 
in migrating applications to the cloud, has transformed modern enterprise IT 
environments. Enhancements in network speeds, the public Internet, and compute,  
have meant that infrastructure can be anywhere, and the focus has shifted from running 
non-differentiating applications and infrastructure to emerging, differentiating initiatives such 
as data science, digital transformation, IoT and AI-driven operations.

As such, global compute capacity is moving inexorably to the cloud, whether in the form of specific 
workflow applications from the likes of Salesforce and Microsoft, or in the form of IaaS and PaaS 
offerings that enable organizations to run their own applications in the cloud. So much so that Gartner 
has forecast that by 2020 the majority of available global compute capacity will exist in the cloud.

But with this cloud transformation comes a new challenge for IT organizations, since they no longer own  
and control so many critical aspects of service delivery infrastructure and software.  

Here are five cloud migration factors you haven’t thought enough about.
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Internet Unpredictability
That false familiarity makes it easy to fall into binary thinking about the 
Internet. Either it’s a magical thing that just works and we don’t have to 
worry about it, or it’s an evil den of hackers and ransom attacks. But the 
most important factor about the Internet, when it comes to relying on it 
as your business communications infrastructure, is its unpredictability.

The Internet is made up of over 60,000 Autonomous Systems, all 
of which are interconnected and advertise their availability using 
Border Gateway Protocol (BGP). The Internet is not a fixed resource 
but dynamic, meaning the route you take this second may not be the 

route you take the next. As a communal network, delivery is best 
effort. And since the Internet has no centralized governance, its 
proper functioning rests on implied trust, which can be easily broken. 
For example, an innocent BGP routing misconfiguration halfway 
around the world could steer all your business traffic to a completely 
mistaken destination.

Given the proliferation of applications and services that you now rely 
on, your business is now riding on thousands of networks you don’t 
own and can’t see.

Five Cloud Migration Factors You Haven’t Thought Enough About 3



CDN

CDN

CDN

ISP

ISP

SaaS  
App

SaaS  
App2 Location Matters, Even in The Cloud

When we think about cloud applications we tend to think, understandably, of the app itself, whether it’s Salesforce, Office 365, 
Workday, SAP Concur, or any number of the thousands of apps now available to organizations of pretty much any size. But the way 
that those apps are delivered has a big influence on performance and user experience. Some apps are delivered via a Content 
Delivery Network (CDN) that has servers embedded in networks close to all of your offices. But many SaaS apps are delivered from a 
pair of primary and backup data centers that are located in one geographical region. That means that your geographically distributed 
offices may have highly variable network latencies at play when they try to reach those data centers. Furthermore, if you are just 
migrating to Direct Internet Access (DIA) from your locations, the performance of Domain Name Servers (DNS) may also vary wildly 
based on your local ISPs. Planning for this variance is necessary for smooth roll-outs.
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Changing Operational Processes
As you migrate to the cloud and many of your IT assets move outside of your four walls and beyond your control, 
your operational processes also undergo a significant change. When you directly own and operate IT assets, 
the troubleshooting domain that operations teams have to work in is relatively contained, and once a root cause 
to a problem is found, someone on the team can fix it. That “find and fix” process doesn’t work so cleanly in the 
cloud. The troubleshooting domain expands to include potentially thousands of Internet networks and multiple 
cloud and service providers, so just tracking the source of the problem to a particular network or provider is 
exponentially harder. Furthermore, once you identify a root cause, you have to have enough evidence to get a 
third party provider to accept an escalation process from your team and fix the problem for you. Overcoming 
a provider’s reluctance to act requires a compelling level of evidence. If you’re not ready for this reality, then 
your Mean Time to Resolution (MTTR) for cloud issues may rise uncontrollably, and your service desk costs may 
explode due to unclosed trouble tickets.
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User Experience from Everywhere
OK, so you probably have thought about your users, or at least we hope you have. 

Ultimately, no matter where your users are, their experience is your business.

There was a time when corporate IT policy came first and 
employees had to fit within it. But while security is still of 
paramount concern, the needs of employees, and the 
need to ensure they’re productive, has re-focused many 
companies onto employee experience. The most progressive 
of organizations regard the way they equip their employees 
with the right technology to do their job as a competitive 
differentiator, and one of the ways they attract and retain 
talent. Even more conservative companies realize that 
because technology is now central to productivity, making 
their employees as digitally effective as possible is key.

It’s often the case that some of your most valuable, 
and highly paid, employees are also the most mobile, 
and this combined with the rise of flexible and mobile 
working means that for many companies, their 
people can be anywhere. Technologies like secure 
web gateways have become popular as a mechanism 
for securing employee access to cloud apps. In these 
cases, remote and traveling employees may be going 
straight to the cloud without ever touching a single 
point of corporate-controlled network infrastructure. 
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Monitoring Must Evolve to 
Power a Readiness Lifecycle
Before the cloud, monitoring was largely based on 
passive data collection from all the infrastructure, 
network devices and software that IT owned and 
operated directly. These data sets were often 
siloed, but at least they were available. In the cloud, 
traditional passive data simply can’t be collected 
from networks, infrastructure and software that IT 
doesn’t own or control. Given this reality and the 
Internet unpredictability x-factor, new combinations 
of active and passive monitoring are required 
to reveal app delivery performance, correlated 
with underlying network-layer behaviors, Internet 
routing and DNS availability and performance. 
This correlated set of cloud-friendly monitoring 
data supplies the level of evidence needed to gain 
effective provider escalations. 

However, it’s not enough to simply have this data once 
you’re in operation. Given the unpredictability of the 
Internet, it’s important to move visibility forward in your 
planning cycle and power a readiness phase for your 
cloud migration projects. Utilize modern cloud visibility 
to baseline performance for every thread of cloud and 
Internet-based communication your business processes 
will depend on. Baselining will identify whether you’ll need 
to remediate branch offices, ISPs or choose different cloud 
provider data center locations. You’ll have the data to set 
clear user experience success criteria, and to alert when 
anomalies occur. Finding ways to share visibility data 
ahead of roll-out helps you create cloud troubleshooting 
and escalation processes that will work under pressure. 
Embracing a readiness lifecycle ensures smoother rollouts 
and efficient operations.
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Conclusion
ThousandEyes is a cloud app leveraging smart, software-based monitoring agents, 
which are available in over 160 cities across the world. These Cloud Agents help you 
get started fast, and the same software is made available in the form of Enterprise and 
Endpoint Agents to easily deploy across your sites and end-user devices. IT teams 
gain an unprecedented view into networks they don’t own, as well as the ones they 
do. This means that the Internet, cloud provider networks, the extended eco-system 
and user level performance (regardless of location) are all visible, so you can manage 
every network like it’s your own. Plus, because these resources are available to you 
to test from around the world, or from within your corporate environment, you can 
implement a readiness lifecycle approach and gain control of your cloud migration.

If you’d like to learn more about how we do it, why not indulge in some further 
reading in the form of our Network Intelligence Planning Guide  
https://www.thousandeyes.com/resources/2018-network-intelligence-planning-guide 
or, if you’d rather get your hands on the application and see what it does for yourself, 
why not sign up for our 15 day free trial here https://www.thousandeyes.com/signup.

About ThousandEyes
ThousandEyes is a Network Intelligence platform that delivers visibility into every 
network your organization relies on, enabling you to resolve issues faster, improve  
application delivery and run your business smoothly.
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