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Webroot was the first to harness the cloud and artificial intelligence to protect businesses and individuals against cyber 
threats. We provide the number one security solution for managed service providers and small businesses, who rely on 
Webroot for endpoint protection, network protection, and security awareness training. In addition, network and security 
vendors worldwide rely on our unmatched threat intelligence to enhance the efficacy of their solutions. 

WHO IS WEBROOT?

OUR THREAT INTELLIGENCE IS USED BY INDUSTRY LEADING COMPANIES, INCLUDING:



Fully cloud-based since 2011 
(and the first cybersecurity company to do it)

WE’VE BEEN...

Securing consumers and businesses since 1997

Innovating, refining, and applying machine 
learning for more effective cybersecurity 
since 2007



Our threat intelligence is derived from the Webroot® Threat Intelligence Platform, our proprietary cloud-based 
security analysis architecture designed for predictive protection. 

Webroot machine learning functions on a scale like no other, allowing us to categorize threats effectively—
including zero-day, never-before-seen threats—in near real time. By capturing millions of characteristics and 
applying millions of weights to each one via supervised and unsupervised machine learning, we create the 
equivalent of a digital fingerprint for each internet object.

WEBROOT PROTECTS AGAINST 
THE MOST ELUSIVE, NEVER-
BEFORE-SEEN THREATS.



THE WEBROOT THREAT INTELLIGENCE PLATFORM USES 5TH GENERATION 
MACHINE LEARNING TO ANALYZE 500 BILLION DATA OBJECTS EVERY DAY.

Real-world intelligence captured 
from our global network of 

endpoints and technology partners

A virtuous cycle of valuable 
intelligence, constantly enriching 

the platform



27+
The huge volume of URLs we 

monitor and analyze allows us 
to provide accurate, actionable 

reputation scores.

600+ 4.3+
Tied to URL intelligence, our domain 
coverage enables us to identify web 

threats quickly and correctly.

We scan the entire IPv4 space 
and in-use IPv6 three times a day 

and update our blacklist 
every five minutes.

Billion URLs Million Domains Billion IP Addresses

WE CONTINUOUSLY CLASSIFY AND SCORE



15+
We catch the most subtle changes 

in good and bad files to detect 
polymorphic zero-day, 

never-before-seen threats.

62+ 52+
We evaluate all apps on protected 
devices, translating to scale and 
visibility to defend mobile users.

Because our global threat 
intelligence is collective, 

every endpoint or sensor added 
amplifies our breadth of coverage.

95% OF THE INTERNET 3X PER DAY.

Billion File Behavior Records Million Mobile Apps Million Connected Sensors



WHAT IS 5TH GENERATION 
MACHINE LEARNING?
MAXIMUM ENTROPY DISCRIMINATION.
ACTIVE FEEDBACK. ACTIVE LEARNING.



HIGHLY AUTOMATED, MASSIVE SCALE MACHINE LEARNING

We publish millions of updates on new 
threats and reputations of existing URLs, 

IPs, apps, and files each day

Our low-touch systems
require minimal human interaction

We use 5th generation machine 
learning for threat analysis to produce 
rich sources of contextual intelligence 

and security outcomes across multiple 
vectors in milliseconds

Advanced machine learning and multiple 
sources mean URLs, IPs, files, and apps 
are classified faster and more accurately

Hundreds of classification models 
hosted in Hadoop cover different 
threat types and content languages



HOW DOES WEBROOT 
MAKE YOU SMARTER?



ACCURACY

Static lists are quickly outdated. That’s why we don’t use them. All Webroot solutions are backed by the Webroot 
Threat Intelligence platform, our innovative global threat detection architecture, which scans, analyzes, and classifies 
95% of the internet 3x per day. That means your customers are secured against threats in real time with industry-
leading speed and accuracy.

AUTOMATION

By providing accurate, timely, comprehensive threat intelligence, Webroot enables technology vendors and managed 
service providers to stop threats before they hit. Our machine learning and threat intelligence automates security 
decision-making in our partners’ offerings, while our fully cloud-based security solutions and straightforward 
management help streamline MSP operations and grow profits.



AVAILABILITY

Partners and customers benefit from continuously updated, real-time, and near real-time protection via BrightCloud 
Threat Intelligence services and SecureAnywhere solutions for endpoints, mobile devices, and networks. Our 100% 
cloud-based technology uses a global datacenter infrastructure for always-on availability. Our business security 
solutions are available via a single, integrated management console, and RMM and PSA integrations. Our award-
winning in-house support team is available 24x7 to assist consumers, businesses, and partners alike.

ADVANTAGE

Our threat intelligence enables innovation and enhances the efficacy of existing security features within our partners’ 
offerings, providing  a competitive advantage and enabling them to boost their revenue. Integration is quick and easy 
through an intuitive SDK. 

And for MSPs, our 100% cloud-based security solutions, sales and marketing resources, automated deployment and 
management, partner certifications, inclusive support, and more give you the advantage you need to effectively grow 
your MSP business.



WEBROOT 
SOLUTIONS



Stop threats across email, browsers, files, URLs, ads, apps, and more with endpoint security that’s 
powered by the most accurate machine learning-based threat intelligence platform in the world.

WEBROOT SECUREANYWHERE®

BUSINESS ENDPOINT PROTECTION

Replace or augment traditional 
endpoint security without conflict

Gain in-depth visibility and protection 
with dwell-time reporting and        
auto-remediation

Monitor and restrict actions by unknown  
files until they have been classified

Implement ideal security for remote 
and multisite/location deployments by 
businesses, MSSPs, and MSPs



With the advantages of an on-premises secure web gateway and none of the drawbacks, DNS 
Protection gives admins immediate control. The most dangerous websites are blocked before they 
can affect employees, clients, and guest WiFi users.

Protect your office and guest/public WiFi 
users across all connected devices

Minimize and mitigate significant 
malware, content, and productivity risks

WEBROOT SECUREANYWHERE®

DNS PROTECTION

Enforce tamperproof usage policies for 
compliance and other regulations

Stop threats at the domain level using   
82+ URL categories



Reduce risk and empower your end users with cybersecurity awareness training through online 
courses and phishing simulations. Integrated into the same management console as our award-
winning Endpoint Protection and DNS Protection solutions, this new security service allows Webroot 
customers to benefit from nearly 20 years’ experience in cybersecurity education technology.

Reduce risk with ongoing education for 
end users on current cybercrime tactics

Ensure regulatory compliance for 
SEC, FINRA, PCI, HIPAA, and others

WEBROOT® 
SECURITY AWARENESS TRAINING

Lower the cost and impact of user error 
and resulting infections and breaches

Direct up-to-date, relevant training to 
end users who need it most



Webroot BrightCloud® Threat Intelligence Services redefine online threat intelligence. Our smarter, 
collective network continuously scans the internet, leaving no place for malicious actors to hide. 
Data is captured through millions of sensors and analyzed in milliseconds, meaning we can identify 
and stop even brand new, previously unknown threats in real time.

WEBROOT BRIGHTCLOUD®

THREAT INTELLIGENCE SERVICES

Web Classification & Reputation 

IP Reputation

Real-Time Anti-Phishing

File Reputation 

Mobile Security SDK

Streaming Malware Detection





webroot.com



385 Interlocken Crescent   Suite 800   Broomfield, Colorado       800.870.8102      webroot.com

About Webroot
Webroot was the first to harness the cloud and artificial intelligence to protect businesses and individuals against cyber threats. We provide the number 
one security solution for managed service providers and small businesses, who rely on Webroot for endpoint protection, network protection, and security 
awareness training. Webroot BrightCloud® Threat Intelligence Services are used by market leading companies like Cisco, F5 Networks, Citrix, Aruba, Palo 
Alto Networks, A10 Networks, and more. Leveraging the power of machine learning to protect millions of businesses and individuals, Webroot secures 
the connected world. Headquartered in Colorado, Webroot operates globally across North America, Europe, and Asia. Discover Smarter Cybersecurity® 
solutions at www.webroot.com.
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