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ABOUT US

Established in 1999 we have long standing experience of providing class 
leading cyber security solutions to customers ranging from small to large 
enterprises. Our expertise lies in our deep understanding of the cyber 
security market and unique position in bringing some of the best of breed 
products and services to provide a fit for purpose and value for money 
security solution. 
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I N T R O D U C T I O N
Privileged account management (PAM) tools are an 
essential part of any comprehensive cyber security 
strategy. Protecting privileged accounts ensures your 
“keys to the kingdom” are not exposed to potential 
threats and helps prevent breaches. PAM solutions are 
incredibly versatile and can provide many benefits to 
your business other than simply guarding passwords. 
Here are some of the most common use cases for PAM 
solutions that can enhance the security of any company. 

ROTATING AND MANAGING PASSWORDS

The first use that comes to mind when 
discussing PAM is password management. 
Manual password management is ineffective 
and inefficient more often than not. Storing 
passwords in one Excel file, as many 
businesses do, may seem like an easy 
solution, but this couldn’t be further from 
the truth. A simple typo or forgetting to 
update just one password in the shared file 
could cause admins to be locked out of their 
accounts. In addition, these files are easy 
targets for hackers and once they gain access 
to them, every account in the company is 
exposed. Nearly 80% of data breaches that 
have been reported to the authorities have 
involved privileged credentials so storing 
and managing them correctly is of utmost 
importance. 

PAM ensures hackers don’t have the 
opportunity to find privileged credentials by 

both protecting and rotating passwords in 
a secure vault. The vault allows any account 
or application to be launched through its 
interface, which makes it easy to manage 
who has access to your accounts. In addition, 
it is fully customisable and can grant access 
without ever showing the password to an 
account, which makes certain that no one is 
writing it down or looking over your shoulder. 

PAM allows for passwords to be rotated on 
command or on a schedule. For example, 
complex, 100+ character long passwords can 
be generated and rotated every day. With 
this automation, not even a supercomputer 
could crack into your system since it could 
never finish its cycle of running through 
passwords before they automatically rotated. 
This level of security gives peace of mind and 
continuously runs in the background so you 
don’t have to even think about it. 
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GRANTING ACCESS TO 
PRIVILEGED ACCOUNTS

Not every privileged user in your business 
needs access to all your privileged accounts. 
Privileged users should only need access 
to the accounts they need to do their job 
and nothing more. PAM allows business 
to customise access and only grant login 
permissions to those who need them. This 
guarantees that admin rights do not remain 
on too many accounts and open up more 
opportunities for hackers. 

When third parties come into your business 
and need access to your privileged accounts, 
there is always a level of nervousness about 
what they could do with your credentials. 
With a PAM tool, temporary access can be 
granted and all activities can be monitored/
audited so you can make certain that any 
third party with access to your system will be 
on your terms with the assurance of an audit 
trail.

Going hand in hand with granting access 
to privileged accounts is revoking access if 
necessary. When someone with admin rights 
leaves a company, it is imperative that all 
their access is removed. Without a PAM tool, 
it is difficult to know about every account 
someone had access to and whether they can 
still log in after they leave. With PAM, you can 
quickly run a report to find every privileged 
account an employee had the right to access. 

With a few clicks of a button, the passwords 
to all those accounts can be rotated and all 
access revoked. Companies don’t have to be 
worried if they missed anything and changes 
can be made the instant a former employee 
leaves the building. This same process can 
ensure access is revoked for third party 
contractors.

REVOKING ACCESS FROM 
PRIVILEGED ACCOUNTS
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MONITORING SUSPICIOUS 
ACTIVITIES

Simply revoking access to your privileged 
accounts after someone leaves may still cause 
a bit of anxiety because having someone 
poke around in your confidential files is 
understandably nerve wracking. Thankfully, 
PAM solutions allow you to record everything 
someone does on your network. This is fully 
customisable and can record every keystroke 
anyone in your company does on your 
accounts or can be set for a certain amount 
of time or specific individuals. This gives you 
control to watch everything a third party does 
to your accounts and if anything goes wrong, 
you can play back video as evidence. 

PAM tools also monitor privileged accounts 
for irregular and suspicious activity. For 
example, if a user is active in the UK and then 
the same person tries to log in from China a 
few minutes later, this is clearly not the same 
person and could signal a potential threat to 
your business. Without a PAM system, you 
would not be able to see this in a single place 
and could potentially miss this red flag.

One of the processes PAM simplifies is 
managing service accounts. Manually 
changing the passwords of service accounts 
can be risky. Many businesses do not rotate 
service account passwords as they are not 
sure on the impact that will have on its 
dependencies. Changing the application 
password to one of the service account 
passwords without changing on dependent 
services and accounts could lock you out 
of your entire system. The problem with 
keeping incredibly old passwords is many 
people have probably written them down 
or exposed them throughout the years. This 
leaves a significant vulnerability. 

A PAM tool can easily identify all your service 
accounts and their dependencies. It can then 
change all of these passwords at the same 
time, without breaking your applications. 
Now you don’t need to worry about taking 
down your system or exposing yourself to 
threats.

MANAGING SERVICE 
ACCOUNTS
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MARKETING AND SOCIAL 
MEDIA MANAGEMENT

Privileged accounts don’t only include admin 
or service accounts. Protecting the security of 
your social media and other marketing channels 
can be just as important for protecting your 
company’s image. Not changing the passwords 
to these accounts after an employee leaves, 
especially if they’re disgruntled, could potentially 
lead to them posting defamatory statements 
from the company’s social media pages. Not only 
is this embarrassing for the company’s image, it 
also signals to hackers that you aren’t protecting 
your privileged accounts. 
 
With a PAM solution in place, members of your 
marketing team don’t need to know your social 
media passwords. Employees can launch any 
social media account through the PAM interface, 
which can either display a temporary password or 
log in automatically. Once a password is viewed, 
it can be automatically rotated. If someone is 
posting bad things about the business, the PAM 
system can also tell you the last person who 
logged in to help identify the culprit. 

Auditors coming in to look at your business 
can cause a lot of stress, especially if you aren’t 
managing your privileged accounts properly. 
PAM streamlines the auditing process and 
makes creating reports simple. With a few clicks, 
you can produce full reports to show auditors. 
These reports can display all your privileged 
accounts, who has access to each one, and the 
last time their passwords were changed. This 
makes it easy for auditors to give you a big tick 
in the box and move on to the next order of 
business.
 
This use case is one the most popular cited 
amongst Secon Cyber’s clients. The industry is 
at a point where auditors will no longer accept 
excuses for not implementing and rotating 
complex passwords. PAM tools make the 
auditing process easy and painless for everyone 
involved.

STREAMLINING AUDITING6 7
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LIMITED USER LICENSES 

PAM tools have some unexpected benefits that can save your business money. User licences 
for certain applications can be extremely costly but your business may require a number 
of people to have access to them. PAM allows for you to share access amongst those who 
need it, but only allow one person to use the application at one time. Once someone logs in 
through the PAM interface, they are granted access to the application for a limited period 
of time before the password is changed. Due to only one person being able to access the 
account at any one time, this allows you to buy just one licence that can be shared between 
employees.

VULNERABILITY SCANNERS

If you want to search your network for vulnerabilities hackers can exploit, you need to 
provide vulnerability scanners with administrator privileges. Giving third party applications 
full access to your privileged account credentials can be anxiety inducing, especially because 
if these applications are hacked, all of your privileged credentials are exposed. 
 
When a PAM system is in use, a vulnerability scanner can request access to the privileged 
credentials required to scan your network. Once permission is granted and the scan is 
finished, administrator passwords are automatically rotated. Recently, an engineering 
company cited this use case when purchasing PAM solutions from Secon Cyber. They wanted 
to run automatic vulnerability scans of their system once a week, but in order for this process 
to be automated, they needed to store their credentials in the vulnerability scanner, which 
they didn’t want to do. PAM provided them with a solution by temporarily allowing access 
for the scanner every week and automatically changing the passwords the moment the scan 
finishes. 
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NECESSARY FOR A 
COMPREHENSIVE 
CYBER SECURITY 
STRATEGY

Overall, PAM is an integral part of a comprehensive cyber security strategy. 
Having a PAM tool in your business is bulletproof way to have control and 
full auditability of all your accounts and secure all loose ends. In a recent 
example, a leading recruitment firm purchased a PAM solution from Secon 
Cyber as a part of their ongoing commitment to increased cyber security. 
They recognised that in order to properly prepare for future audits and 
protect their accounts once people leave the company, a PAM solution 
was necessary. For anyone taking security seriously, PAM should be the 
top priority to cleaning up everything associated with privileged accounts. 
Thankfully, PAM makes it incredibly quick, easy, and intuitive so you can 
instantly see the impact on your business. 

According to Andrew Gogarty, Secon Cyber’s Head of Customer Success, 
he can see the benefit to customers immediately. “Straightaway people 
notice it’s so easy to use and they say, ‘I thought this was going to be a 
nightmare but it’s actually really easy.’ People actually get excited when 
we put them in a demo,” he remarked. This excitement stems from the 
relief people feel knowing that their credentials will be protected and they 
don’t have to worry about being locked out of any important accounts.
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If you would like to learn about the many other 
ways in which PAM could improve your busi-
ness, please reach out to Secon Cyber to re-

quest a demo.  
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WORK
PLAY
LIVE

C O M P A N Y  A D D R E S S
 
Hersham Place Technology Park

41-61 Molesey Road

Hersham

KT12 4RZ

O N L I N E

Email: hello@seconcyber.com
Website: www.seconcyber.com

P H O N E

Phone: +44 (0)845 567 8777

Support: +44 (0)845 567 8666

@seconcyber


