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The 27k1 ISMS - System Features and Benefits 

Introduction 

The 27k1 ISMS is a total, ISO 27001 software compliance solution. The system has been designed 
around the Plan, Do, Check, Act process model and in accordance with the ISO 27001 standard and the 
ISO 27005 recommendations. It provides compliance through design. This means that system users, 
auditors and implementers can move freely across the system modules, validating and updating data, 
checking project progress, confirming compliance to the company’s ISMS scope and generate a full 
range of “dashboard style” reports. 

System Deployment and Platform 

 

There are 2 versions of the system: The Customer Version of the system can be installed at the 
customer’s premises, taking advantage of their on-site, IT capability or it may be hosted on a cloud-based 
server. The Customer Version is provided with 5 X User Licenses and permits secure, remote access 
from the Consultant Version of the system. The Consultant Version has a single user license and enables 
a consultant to remotely access and work on multiple instances of the Customer Version of the 27k1 
ISMS software.  
 

ISO 27001 Consultants who work with their clients on a new certification (which may use the Gap 
Manager module), recertification or changing the scope, will find that the intuitive nature of the system 
allows the client to decide how much of the data input they wish to manage themselves or whether they 
want to offload this task to their consultant.   
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Product Features 

The starting point is the “Set Up Manager”, as above, where users upload base data and set their risk 

assessment criteria. The system has been developed so that Implementers can readily submit data to the 

correct location and Auditors immediately know what to look for and where it is to be found. This work is 

supported by hyperlinks or URL’s within the system, that access the clients’ Document Management 

Solution, through which policies, documents, certificates and supporting evidence may be presented.   

The system is designed to provide the on-going Information Security status for all IS assets and projects, 

supported by the Audit Manager, which enables a wide range of Internal Audits to be fully scheduled and 

reported. Using the system allows company managers to fully understand their responsibilities with 

regard to their security position, allocate appropriate controls from the Control Manager and create the 

Statement of Applicability. This is assisted by full reporting and scenario management, within the Risk 

Manager module. Here, “Risk Treatment” plans and "What If" scenarios can be run to reflect the risks to 

which company assets may be exposed in order to mitigate and manage any vulnerabilities and threats.  

Having fully considered the risks to the business, which may be managed through the Risk Register, the 

company may then undertake Continuous Improvement projects from within the system. In this way, the 

end customer demonstrates, actively improves and fully reports upon their information security posture. 

Company Mission 

27k1 Ltd aims to democratise ISO 27001 certification, reducing the costs associated with the consulting, 

auditing and certification process. The software will allow more companies, especially SME’s, to comply 

with the ISO 27001 standard and compete in bids, tenders and participate in supply chains. 


