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The evolution of cloud computing and storage has 
unlocked a wealth of opportunities for IT 
organizations. Digital transformation directives 
demand IT teams adopt a modern architecture, but 
oftentimes there are legacy applications to maintain 
alongside it. As a result, many enterprises are 
operating through a hybrid cloud model, even if it’s 
only a temporary stage until making the switch to 
be 100% in the cloud.

With a hybrid cloud model—which brings together 
on-premises, private and public clouds into one 
work environment—IT teams can gain the benefits 
of agility, scalability, and cost-savings from public 
clouds for their organization. At the same time, 
they can maintain control over their critical 
workloads on-premises to keep a clear data 
ownership chain of command, which is particularly 

important in highly—regulated industries like 
banking, financial services, healthcare, and 
government.

Finding the right balance for workloads across 
public, private, and on- premises data centers will 
depend on, among other factors, the budgets of 
companies—whether they want to pay upfront for 
infrastructure or adopt a pay-as-you-go model with 
third-party services. Another consideration to 
factor in is the regulatory requirements of the 
industry—especially for healthcare, finance, and 
other industries that deal with sensitive, regulated 
individual data. Regardless of the balance between 
these different workloads, you will need to migrate, 
backup, and recover your data and applications 
within and across each of these environments.

Data Protection for Hybrid Cloud
Environments

Backup and recovery solutions arecritical tools in any organization’s kit to manage 
and safeguard their data and applications from human error, cyber threats, and 
disaster. A great backup and recovery strategy for hybrid cloud environments 
should support your need for agility along with the need for control and security 
over sensitive workloads. 

In this ebook, we’ll explore the unique challenges of protecting data in a hybrid 
cloud model, the role an effective Backup as a Service (BaaS) solution can play in 
your data protection strategy, and key considerations when choosing and 
implementing BaaS.
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Data protection  
challenges for Hybrid 
Cloud Models

IT teams operating in a hybrid cloud 
face many of the same challenges
associated with protecting data
in the cloud and on-premises. 
By combining these workloads,
though, there are unique 
challenges  to consider.
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For all its virtues, hybrid cloud IT 
environments introduce a new 
level of complexity into application 
and data management.

First, because your cloud computing is managed 
by a third-party, you don’t have the same level 
of visibility into a significant part of your infra-
structure. Similarly, emerging cloud technologies 
like containerization and virtualization introduce 
new (but better!) silos which IT teams must 
consider.

With a new level of mobility for workloads across 
clouds and between on-premises and public 
clouds, hybrid environments are creating new 
fragments for resource-strapped IT teams to 

overlook.

For development purposes, the 
speed and agility of a hybrid cloud 
model is a gift.

But when it comes to data protection, speed can 
introduce risk—that is, with risk comes the need 
to adjust your strategy to accommodate and 
match this new reality. Administering multiple 
clouds and on-premises environments together 
requires greater vigilance on the part of IT teams 
to avoid oversights like leaving public cloud data 
repositories open for anyone to see, an error 
which has been the source of several high-

profile data leaks.
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01  Cyber  
Threats

Working on a hybrid cloud model also often means that managing security— 
including ensuring cryptographic network protocols and strong identity and 
access management- is more cumbersome as well. 

Each point in the infrastructure fragments your security posture and gives 
cybercriminals more avenues to break in through your defenses. With cyber 
threats growing every year, the novelty of managing hybrid cloud security can 
place even seasoned IT teams at increased risk of exposure.

02  Level of  
Security

In part, that is because the security controls that worked for on-premises and 
private cloud workloads don’t always map neatly to public clouds. The shared 
responsibility model means that certain elements of the cloud will be your 
responsibility to secure and backup, while other elements, like the infrastruc-
ture, are the responsibility of the cloud service provider. 

Plus, as your stable of virtual machines and containers grows, you will need to 
ensure that each one gets the same level of security. That means a lot of time 
and resources spent locking down your ever-evolving infrastructure.

03  Data  
Transmission

Similarly, network security is another place where complexity and human 
error can introduce vulnerabilities. 

Not only do you need to ensure that your different workloads mesh properly, 
but you need to be able to move data securely, with encryption at rest and in 
transit along with other best practices for secure data transmission.

Ultimately, hybrid clouds are delivering massive value to companies. Don’t let 
this list of challenges fool you.

But, when data protection is at stake, it’s critical to acknowledge that 
hybrid cloud environments add a level of complexity that creates more 
opportunities for human error and cybercriminals to jeopardize your data 
and infrastructure.
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Your data protection strategy should act as a 
safeguard against the challenges of operating a 
hybrid cloud, while also complementing the value 
the hybrid cloud brings to your organization.

When evaluating your options, it’s important to step 
back and consider what you’re trying to accomplish 
with your hybrid cloud environment. From 
leveraging the speed and cost-savings of the public 
cloud while unifying your workloads under 
common data management, to shielding your 
sensitive workloads from the public cloud without 
sacrificing the flexibility needed to meet future data 
management needs, your hybrid cloud environment 
is supporting your organization’s unique digital 
transformation roadmap.

There are many ways to supply backup and disaster 
recovery for your hybrid cloud environment, from 
using legacy on-premises storage to hardware 
appliances and virtual appliances to full-fledged 
Backup and Disaster recovery as a Service. Though 
they may all provide a certain level of data 
protection, the day-to-day experience with each can 
be very different.

Ideally, the backup and data recovery tools you 
evaluate should provide you with the same level of 
control and agility as you have over your production 
environment.

Many companies that are moving to the public 
cloud—either fully or through a hybrid cloud 
model-are evaluating the role a Backup as a 
Service solution can play in their data protection 
strategy. These solutions offer much of the value 
commonly associated with other SaaS 
providers—no upfront capital expenses, little- 
to-no resources needed to manage it, cost 
scales to your needs, etc. But when it comes to 
using BaaS as part of your hybrid cloud data 
protection strategy, you might have questions 
about how they work together.

How to Approach Data 
Protection in a Hybrid 
Cloud Environment
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Backup administration through legacy, on-prem 
infrastructure is more cumbersome than the production 
environment, especially for cloud- native workloads. This 
introduces new opportunities for human error and makes 
it difficult to meet key SLAs like Recovery Point 
Objectives (RPO) and Recovery Time Objectives (RTO).

Some common challenges we see IT organizations face include:

Migrating from on-premises to the cloud is easy, but 
moving the other way presents a challenge by introducing 
added cost with egress charges (among other things), 
making it more difficult to take advantage of hybrid cloud 
environments.

Disaster Recovery capabilities are not consistent across 
the different workloads.

Ransomware resiliency is not always factored into 
consideration, leaving companies unprepared to respond 
rapidly to ransomware attacks.
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How BaaS solutions work 
with your Hybrid Cloud 
Environment

Let’s look at how you can implement 
a BaaS solution alongside your hybrid
cloud environment!

Hybrid cloud environments can be 
complicated. Backup as a Service is a 
relatively new way for companies to 
administer backup and recovery in a 
simple, cost-effective manner. 
You may be wondering, though...
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01  What is BaaS,                           
exactly?

Backup as a Service moves your backup (and 
recovery...and sometimes migration, depending on 
the vendor) from on-premises, IT-managed 
resources or offsite tape/disk- based media into the 
cloud. BaaS greatly simplifies maintenance and 
management of your backups, oftentimes 
condensing it all down into a single dashboard 
experience, paid for through monthly or annual 
subscription payments. How this all happens varies 
from vendor to vendor, of course, but at the end

of the day BaaS solves many of the business 
problems associated with operating in a hybrid 
cloud environment.

02  The value of BaaS                
with Hybrid Cloud

Backup as a Service brings a new level of 
convenience and affordability to your backup 
administration. By offloading all the hardware, 
scripting and integrations to a third-party, you’re 
free to focus on your larger backup

and DR strategy. You’ll be better equipped to meet 
key SLAs like RPO and RTO when your backups are 
being automated and monitored for any issues. 
Affordability goes hand-in-hand with the 
convenience of BaaS because not only are you 
saving on the up-front costs of hardware as you 
scale, but you’re also only paying for what you’re 
using.

One of the main concerns for any hybrid cloud 
environment when it comes to BaaS is how it 
plays with the on-premises portion of the 
workload. Many of your key legacy applications 
are likely still operating on-premises. Since 
BaaS is built to be cloud-native, your on-
premises workloads will be protected in a 
public or private cloud, which brings a new 
level of resilience and cost-efficiency to your 
data protection.

BaaS may or may not work depending on 
your company/ industry’s tolerance for 
sensitive data being stored in the cloud, 
though you shouldn’t discount BaaS 
outright beforeevaluating the security of 
different vendors.
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If security is your key concern, BaaS can be a great way to augment your backup 
security. Most BaaS vendors provide the latest encryption standards

to data in transit and at rest. Plus, key integrations with your identity management and 
access solutions simplify your backup security and bring it in line with your production 
environment’s security standards. With air-gapped, immutable backups and affordable 
data storage, you’ll also have a way to make a broader part of your infrastructure 
ransomware resilient.

Where BaaS really shines is handling the dynamic environment of cloud and hybrid 
cloud environments. Not only is your data portable across clouds, but you’re able to 
expand and contract your workloads as your business needs demand. And with BaaS,

it’s easier to bring new workloads into the mix as other departments start 
working in different clouds.

Lastly, your BaaS solution should make you more efficient. Many BaaS solutions will be 
able to help you manage the challenges of migrating across clouds. Even though 
migration isn’t in the name, BaaS solutions can help you to quickly spin up cloned 
instances of virtual machines or containers from one cloud to another. Where some 
may fall short, however, is in moving from the cloud back to on-premises.

With all that in mind, how do you go about choosing the right BaaS solution for your 
hybrid cloud environment? Let’s take a look at key considerations for evaluating BaaS 
vendors.
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01  Does BaaS support and align 
with the digital 
transformation goals that are 
driving your Hybrid Cloud 
adaptation?

BaaS should support your drive for speed and 
agility in the cloud by simplifying your backup 
administration. It should also help you unify your 
backup administration across your hybrid cloud to 
ensure consistent policy application.

02  Is the solution designed to 
be cloud-native and 
Integrate deeply with your 
chosen cloud service 
providers?

Some BaaS solutions may be slow to update 
alongside your cloud service providers, especially 
as new cloud data center regions open. Your BaaS 
solution should not require updates or maintenance 
to work alongside your CSP.

03  If you’re relying on your 
legacy infrastructure for 
backups, what resources 
will BaaS free up?

As part of your data protection strategy, BaaS can 
reduce your reliance on legacy, on-premises 
infrastructure and appliances. Calculate the cost 
savings in both upfront capital expenses needed for 
backup and time saved maintaining the 
infrastructure on your own.

10 Key Things to 
consider when 
choosing a BaaS 
solution
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04  What are the key SLAs for your backup and 
recovery strategy and how will BaaS help you 
improve them?

BaaS will make it simpler to backup and recover more of your data and 
applications. Depending on your network capabilities and your BaaS vendor, it 
will have a positive impact on your RPO and RTO. Ideally, your BaaS vendor 
should help you meet these SLAs without impacting your production 
environment.

05  How long will it take you to deploy and 
configure the BaaS solution before you can 
protect your applications and VMs? Will you 
need to deploy and maintain agents to backup 
VMs?

BaaS should eliminate the need for deployment and minimize configuration 
needed to start protecting your cloud-based workloads. For your on-prem 
workloads, BaaS solutions should simplify deployment and configuration, 
removing the need for manual installs that drag out the deployment process for 
days and weeks and require constant monitoring to configure.

The need for locally installed agents or plugins for your VMs will slow down 
your backup and recovery process, mitigating the resource and cost savings 
potential of BaaS solutions.

06  How much time and effort does it take to size 
and scale your backups to match your pro-
duction environment?

Ideally, your BaaS solution will take little to no effort as it scales alongside your 
production environment. Whether your data center is expanding or contract-
ing, your BaaS solution should help you optimize your backups automatically. 
You should be able to scale and migrate your applications, VMs, and containers 
wherever you need—between clouds and to-and-from on-premises.
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07  How simple, fast, and granular is the recovery 
process?

Granular recovery doesn’t always align with “fast and simple,” whether you’re 
talking about traditional backup solutions or BaaS. With a BaaS solution that’s 
cloud-native and integrated deeply into your cloud platform, fast, simple, and 
granular backups are possible with agentless architecture. When you’re 
administering backups and recovery across your workloads through a single 
user interface, you’ve got an added benefit of determining your best recovery 
target as the situation demands.

08  What level of training and day-to-day 
involvement is required for your backup 
administrators to keep everything running 
well??

Your Baas solution should have an intuitive, familiar user interface that unifies 
all your workloads into one view. Your solution should be light weight, nimble 
with less moving parts and provide detailed logging mechanisms that can 
facilitate instant upgrades, minimal maintenance, and include outstanding 
customer support.

09  How will BaaS support your growing need for 
ransomware protection and resiliency?

Ransomware recovery is not simply disaster recovery. You need a BaaS solution 
that can protect your data through air- gapped, immutable backups and enable 
rapid recovery of your infrastructure with application- consistent backups. This 
will allow you to get back to business quickly and avoid paying ransoms to 
cyber criminals.

10  What is the process like for migrating and 
recovering data from the cloud to your on-
premises solution?

You’ve got a hybrid cloud, which means you’ll need to shift data from cloud to 
on-premises and vice versa. While most BaaS solutions can easily handle on- 
prem-to-cloud migration, the reverse is not always the case. 13



Backup as a Service solutions can play an important 
role in protecting your overall data protection 
strategy, especially if you’re following the 3-2-1 
backup rule, which recommends keeping three 
copies (one primary and two copies) of your data on 
two different types of media with one of the 
backups located offsite. It’s a simple and efficient 
way to keep a spare copy of your data offsite with 
minimal involvement, or it can be the primary way 
for you to backup and restore your infrastructure.

Whether BaaS is right for you will depend on your 
goals for digital transformation, the requirements 
for your backup and recovery strategy, and the 
resources you plan to devote to your data protection 
strategy as you scale your hybrid cloud 
environment.

Not all Backup as a Service vendors are created 
equally, however. As BaaS is a relatively new subset 
of backup and recovery solutions, the category is 
still evolving. We here at HYCU believe our 
approach to BaaS will help companies with hybrid

and multi-cloud environments tackle data 
protection securely, efficiently, and cost- effectively.

HYCU is the cloud-native Backup as a Service 
solution designed to simplify multi-cloud and 
hybrid cloud data protection, migration, and 
disaster recovery. With intelligent, application-
aware backup and recovery delivered to your team 
in a single pane view for all your workloads, HYCU 
is the perfect partner to help you meet your digital 
transformation, data protection and disaster 
preparedness goals.

With HYCU as your BaaS provider, you’re also 
helping to futureproof your data protection 
strategy. No matter how your hybrid cloud 
environment evolves over time, you’ve got 
control and ownership over your data.

Is BaaS the right move for 
your organization?
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