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Foreword
“Edge of chaos”, in theories of systemic change, refers to the 
space bordering order on one side and disorder on the other. 
This no-man’s land, experts say, gives rise to creativity and 
innovation despite the uncertainty and instability that plagues it.

Enterprise Infrastructure and Operations (I&O) across many 
sectors are literally in this space today because of Digital 
Transformation (DX). The potential for innovation abounds, 
but despite the opportunities and advantages offered, we 
know that the DX journey is a bumpy one. Rather than coming 
to an end, it is intensifying and causing operational mishaps 
along the way. Even as ITOps decision-makers capitalize on the 
“edge of chaos” to create new value, concerns over business-
damaging incidents or operations grinding to a complete halt 
is never far. 

This is where IT infrastructure monitoring and management 
can do more than keep the IT shop lights on. Done right, it can 
be a stabilizing and strategic tool that helps ITOM teams keep 
the business endgame in sight while navigating the upheavals 
of dynamic, hybrid and everywhere IT. 

This ebook has been created to support your DX journey in 
ITOps, shining new light on business-aware infrastructure 
monitoring and management that no business can ignore 
today. We hope you find it useful.

Happy reading!

Marc-Antoine Hostier
Chief Sales Officer

Who this ebook is for
This ebook is for Infrastructure and Operations (I&O) 
stakeholders: system administrators, network engineers, 
solution architects, DevOps, IT analysts, heads of operations, 
IT decision-makers, CTOs and CIOs.  

In a time of digital transformation and data deluge,  
enterprise I&O can no longer be relegated to just a  
“backend” status, hidden far from sight. Get and give  
clarity to help reduce the complexity and mayhem  
typical of this transition period.
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76%
of Chief Strategy Officers  
report that their digital 
transformation is less than  
50% complete.

Very few businesses can boast of being 100% digitally native or 
having 100% of their infrastructure in the cloud, or on-premise for 
that matter. On the other hand, cloud is becoming commonplace, 
gaining dominance even in the most conservative environments. 
So much so, the digital transformation momentum has become 
almost synonymous with cloud and virtual computing.  
But the modern IT environment is as complex, interconnected  
and dynamic as the human activity it is designed to support. 

The typical user experience, B2B or B2C, depends on some 
elaborate mix of private and public cloud, containers, physical 
assets, connected objects, and a deep layer of legacy IT. DX is a 
chaotic transition to complex IT diversity rather than IT uniformity. 

2019 2020 2021 2022 2023 2024 2025

Widespread 
cloud  
adoption

Intensified 
serverless 
computing

Integration and 
interoperability 
capabilities  
dictate  
shortlisting 
for ITIM tools 
procurement1

10% of IT organizations use serverless computing2

Massive adoption of edge computing

Digital fully 
embedded 
within 
operations3

40% of 
enterprises  
have some 
form of AIOps 
platform or 
capability

Advanced analytic 
drives most ITIM 
procurement 
decisions

40% of I&O 
teams will use 
AI-augmented 
automation in 
large enterprises, 
resulting in higher 
IT productivity4

Death of the 
on-premise 
data centers5

Transition timeline
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The next six years will be decisive for businesses as they  
seize opportunities brought by the democratization of  
the technologies driving the “XaaS” family of IT assets:  
Software as a Service (SaaS), Infrastructure as a Service 
(IaaS), and Platform as a Service (PaaS). Despite the shining 
new opportunities they can deliver for the future, the reality 
of this transformation can be a painful and challenging one, 
particularly for enterprise ITOM (IT operations management). 

They have to contend with new technologies, dynamic 
processes, skill acquisition and obsolescence, business 
compliance, user demands and security threats, not to 
mention big data challenges.

A huge portion of business and IT generated data happens 
outside the boundaries of ITOM. All the same, enterprise 
ITOM teams are the only organized service function capable 
of managing its transmission, access, storage, management, 
treatment, processing and safeguarding, becoming the default 
owners as a result. 

However, since enterprise I&O is typically relegated to the 
“tech guys” in the backend, the impact of all this to the 
business is hidden or lost in the oversight for speed and 
change. A vicious cycle of frustrations, inefficiencies and loss 
of productivity sets in – worse when they end up costing the 
business millions. 

The decisive years: 2019-2025 I&O Pain Points

“We work with so many tools, it’s hard to correlate 
data and unify views”
  Over half of enterprise infrastructure and 
operations own an average of 10 monitoring tools.

“We’ll be lucky if we can monitor 50-60% of our  
IT infrastructure … but we’re constantly playing 
catch-up”
  Application deployment and provisioning are 
among the biggest challenges, not to mention the 
rise of IoT, AI and security threats.6

“Too much time is still spent reacting and repairing 
instead of proactively managing service quality 
levels”
  More than half of unplanned IT disruptions are 
caused by integration, configuration or human 
errors.7

“Since cloud workloads are managed by a different 
team using cloud tools, we can’t see what’s going 
on and how it performs with the rest of our 
infrastructure.” 
  Almost half of respondents in the State of Cloud 
Monitoring Survey8 experienced performance 
issues due to a lack of cloud visibility.



7   |   Digital transformation: navigating the decisive years

As your organization embarks on the next phases of its 
transformation, well past cloud adoption, the real challenges 
do not lie in finding new IT capabilities. The challenges 
you face are about balancing productivity, efficiencies and 
innovation in the midst of constant moving targets, for 
example: 

  How can operational uptime and performance be ensured 
when new IT applications get added at every turn? 

  How do you watch out for potential security threats? 

  How can you make ITOps be more agile to support the 
growing demands of business agility and users who are 
born digital? 

  What legacy systems should be retained, and which 
workloads can be safely moved and run on the cloud? 

  With the amount of data generated every second today, 
inside and outside the organization, how can you master it 
to exploit the hidden intelligence? 

  How do you mitigate risks and appetite in choosing the right 
mix of technologies that best anticipate your organization’s 
growth and future needs?

Some answers can be found with a new approach to  
IT monitoring and management.

Navigating the transition

IT OPS via the NOW IN 18 MONTHS

Cloud 52% 31%

SaaS 23% 33%

IaaS 16% 22%

PaaS 9% 14%

Complexity
81% are using multiple public or private cloud

4.8 different clouds are used on average

Security 77%

Controlling 
expenses 76%

  64% of businesses are putting more money into 
upgrading aging infrastructure9

  9 out of 10 businesses have already transitioned  
some of their IT workloads in the cloud10

  COMPARE11: 

  Cloud is painful – the main challenges reported with 
cloud adoption12: 

  Multiple clouds equals multiple monitoring tools 
-  37% use cloud provider’s own monitoring tool for 

product13
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Nonetheless, highly regulated industries are not going to 
replace all of their legacy-based IT systems and on-premise 
operations overnight, due to cost, compliance measures, and 
security concerns among others. Most will straddle the old 
and the new for a long time to come.

More than two-thirds of Centreon enterprise customers  
still manage a high proportion of legacy-based IT systems  
and operations, even if they are increasingly operating hybrid 
on-premise, virtualization and public cloud workloads.  
Their IT spend is being poured into upgrading outdated 
infrastructure and beefing up cloud investments over the  
next couple of years.

If it’s also your case, how does IT performance monitoring 
figure in your overall plan to cover the old and the new?

In the DX journey, there is a constant struggle for ITOps 
to balance the need to safeguard business continuity and 
user satisfaction, with the tension of keeping up with new 
opportunities or threats that come at you at the warp of 
speed – the IT edge of chaos. 

Under all scenarios, your mission remains the same:  
delivering business-compatible IT performance above the 
challenges of dynamic, everywhere environments – be it 
physical or virtual. 

The race to DX is creating a landscape that’s being reshaped 
by intensified investments to upgrade or replace aging 
infrastructure – and the impressive progression towards 
virtualized infrastructure or services (XaaS). 

A blueprint for monitoring 
on the edge of chaos
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Different stages of IT receptivity and maturity across diverse 
sectors and organizations compound the problem of having 
one single good practice. Instead, there are some basic rules 
to consider regardless of your operational maturity and 
budget size. 

This is the Centreon blueprint for monitoring management on 
the Edge of Chaos. The next chapters dive deeper into each 
aspect.

> Monitoring for diversity: a first line of defense

>  Fast track to monitoring everything:  
6 things to cover your bases

> End-to-end performance over mere availability

> I&O collaboration in a digital age

Key takeaway 

In the DX edge of chaos, I&O teams are 
juggling between safeguarding business 
continuity and user experience with the 
need to discover and innovate with new 
technologies. Monitoring IT performance 
across the interdependencies of both are 
becoming essential.

When done right, IT infrastructure 
monitoring will shine meaningful light 
into the workings of a hybrid backend and 
how it relates to the business and users. 
This in itself, can be a stabilizing force for 
operations and businesses under  
constant DX flux.

The next chapter details what I&O 
environments look like more and more,  
with monitoring for diversity taking on  
a whole new meaning.



Monitoring  
for  
diversity

chapter 2
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As the world’s companies and institutions evolved, LANs 
grew into MANs, WANs and even PANs. New technologies 
catered to new user volumes, never imagined applications, 
bigger bandwidth, automated tasks, faster message 
transmission and so forth. 

There are layers of invisible connections, traffic and data 
to understand – where it is going, where it is coming from, 
where the bottlenecks form, what it transports or transmits, 
etc. 

Digital transformation, be it through cloud applications or 
services, IoT connectivity, edge computing, AI or more are 
opening up new opportunities like never before. The pace 
of day-to-day transactions has intensified, augmenting the 
volume, velocity, variety and veracity of generated data. In the 
same way, it is also opening organizations up to unimagined 
complexity, new threats and more disruptive incidents.

“Cloud shift is not just about 
cloud. As organizations pursue 
new IT architectures and 
operating philosophies, they put 
in place a foundation for new 
opportunities in digital business, 
including next-generation IT 
solutions such as the Internet of 
Things (IoT).”
Ed Anderson 
Distinguished Vice President Analyst, Gartner14
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Multi-cloud 

In the early years of DX, the trend was to distinguish cloud 
from legacy or on-premise. This inadvertently implied that 
there would be a day when everything will be in the cloud. 
This day may actually never come, especially for highly 
regulated industries in banking, healthcare or national 
security. 

Instead, private, public and hybrid cloud infrastructures 
will grow as companies find the right balance. However, 
mainstream adoption of virtual assets and technologies  
that was not so long ago accessible only to the largest 
enterprises will mean IT diversity is touching even small  
to mid-size companies. A recent IDC study15 revealed that  
42% of organizations use multi-vendor cloud solutions. 

It’s most probably the case within your organization. Cloud 
services are being selected on a per need, per best provider 
offer, after a careful case-by-case evaluation process. It makes 
perfect sense, considering that cloud is paving the way to 
more agile, resilient and cost-efficient operations. 

Mastering dynamic environments

Nonetheless, the impact they have on the daily reality of  
I&O cannot be denied. Multi-cloud adoption is therefore, 
forcing a different approach in the organization and execution 
of IT operations including:

  Determining which workload is best suited to a location –
mitigating the loss of control over monitoring operations 
while remaining fully responsible for global service delivery.

  Acquiring the ability and awareness needed to master new 
environments, getting acquainted with vendor tools and 
new KPIs, along with a fresh crop of integration issues.

  Ensuring inside, outside and holistic views between cloud 
environments and the rest of the infrastructure. With the 
multiplication of IT assets comes the multiplication of  
IT monitoring tools. IT monitoring teams who were not  
a party at the initial procurement decisions will have to  
re-think a better collaboration and decision-making process 
without penalizing agility and autonomy.
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Internet of Things (IoT)

There were over 15 billion connected objects in 2015.  
By 2020, this number would have more than doubled. Here, 
you are dealing with more than just servers (physical or 
virtual). Everything is increasingly connected to the Internet: 
from delivery trucks on the road, to PoS terminals in stores,  
to industry 4.0 manufacturing equipment, home appliances 
and even personal wearables. 

Along with new protocol standards and last mile technologies 
as well as an agile workforce on constant move, an 
unprecedented number of operational layers are piling up. 
Think of geo-localization maps overlaying information about 
street traffic, radio wave emissions, smart buildings, smart 
homes, environmental and weather stations, etc. In the same 
way, retail outlets are tracking checkout activities, logistics 
companies are monitoring where their shipments are at,  
and energy companies are able to promptly pinpoint the 
location of an outage.

This means a new level of dataset has to be accounted for, as 
do diverse short and long-range network technologies that 
link up all the different physical objects in one way or another. 
The quality of user experience in using connected objects just 
took on a whole different dimension and diversity.

Edge computing

As your company footprint grows, ROBOs (remote office, 
branch office, incuding micro datacenters) will be set up at  
far-flung places or spread over regions to be closer to 
customers, markets and also remote teams. 

However, new challenges arise where distance grows or 
where physical infrastructure conditions are not on par 
with those at the central operating office. For instance, gaps 
created by limited broadband connectivity could mean having 
to compensate with satellite links. No real-time information 
of a technical problem at a local hub could mean cargo 
uploading delays, and eventually late deliveries. An outage 
at a manufacturing plant could mean production grinds to 
a halt if there’s no agile and prompt response to re-direct 
production loads elsewhere. Latency issues, non-compliance, 
shadow IT, slow incident remediation, and production delays 
can all damage a business.

In the interest of building more agile operations and quick 
response times as well as access, computing power, data 
storage and processing of local transactions and last mile 
operations will likely move to edge servers, IoT devices or 
virtual machines at the ROBOs. As this happens, IT operations 
have to re-think how to monitor and manage for coherence 
and consistency right to the edge.
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AI 

Big data generated from large scale transactions, 
communications and global business have long surpassed any 
enterprise capacity or I&O capability to deal with it manually. 
At the rate it’s going, experts say that 175 trillion gigabytes of 
data will be created by 2025, roughly the volume contained in 
12.5 billion of the world’s largest hard drives.16 

In the I&O world, a 5000-server organization can produce 
up to 1 Tb of operational data per day, equivalent to about 
100,000 dictionaries. This data is potentially tomorrow’s 
currency for valuable predictive insights and operational 
intelligence, if only it can be mined, treated and processed. 

Conscious of this, many large enterprises are already 
starting to work on some form of AIOps. By 2020, 40% of all 
enterprises are expected to have set up such a capability in 
one form or another, but the outcomes will no doubt vary to a 
large degree. In the market, new data analytics software and 
platforms are sprouting out to offer automated processes, 
storage and analytics. 

To reap true “intelligence” from this data deluge, how is your 
I&O architected to take into account different data sources 
and making them talk with each other?

Hybrid IT applications and infrastructure

Enterprise Business Model CRM ERP Finance Logistic HReCommerce

Network & Security infrastructure: hub, switch, WiFi, router, firewall for WAN, MAN, LAN

Retail, Finance & Insurance, Media & Telecommunications,  
Education, Health, Public, Industry, Utilities

The physical world: printers, video surveillance, cash registers, 
manufacturing, medical equipment, IoT...

The data center: in-house, hosted, virtualized, containerized,  
private cloud, public cloud, Iaas, Paas, Saas

Mainframes Containers SaaS

Midrange 
Systems

Virtual 
Machine Cluster Paas

X86 Servers Server Virtual 
Machine Iaas

Physical Virtualization Private Cloud Public Cloud

Value  
Creation
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In this new normal of a diverse and vast IT world, relevant 
cross-domain IT infrastructure monitoring (ITIM) just became 
the fundamental “best friend” of enterprise I&Os. As a matter 
of fact, its criticality is directly proportional to its ability to poll 
the entire IT ecosystem and manage 24/7 business uptime as 
well as high-performing service delivery to end-users.

To put it simply, good IT monitoring systems come together 
to monitor 100% of the I&O, whatever it is. Any one company 
can be running up a few hundred applications on a daily 
basis. Each of these applications could be interconnected with 
tens of hundreds of assets and resources – in an on-premise 
datacenter, in-store IoT networks, on a private cloud, or a mix 
of public cloud. 

For the monitoring system to be efficient, effective and 
productive, it needs to unveil the workings of the entire IT 
ecosystem, in relation to broader ITOM systems, enabling 
data aggregation and correlation for availability and 
performance analysis.

Revisiting I&O’s first line of defense

IT monitoring capabilities have evolved to become more 
flexible, scalable and integrated. So although no easy feat, 
managing complex IT estates of equally complex business 
operations and ensuring end-user simplicity is not impossible. 

In the same way that good building management is set up 
with fire-prevention measures, enterprise I&O should be set 
up to counter IT availability and performance blind spots as a 
first line of defense. 

Because of today’s IT diversity, this takes the shape of an open 
and flexible cross-domain infrastructure monitoring system 
that provides a global line of sight across your operations. 
This is going to be the central nerve that tells you and your 
hierarchy how your backend is behaving and impacting your 
business frontend. 

Depending on your core business, infrastructure size and 
digital user requirements, complementary niche tools can be 
integrated to provide specific in-depth insights for a domain 
or technology; but don’t wait to see smoke before installing  
a detection system. 
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A good underlying cross-domain ITIM system responds to  
vital operational challenges by:

 deploying without fuss

 giving clear sight

 linking up easily

 scaling up or down as needed

 informing automatically

 safeguarding for the future

Key takeaway 

The constant state of transformation in your 
organization makes for an IT ecosystem 
that’s diverse, dynamic and multi-layered. 
IT monitoring practices need to evolve to 
encompass the full scope of the IT estate 
with a consolidated system that delivers 
comprehensive views, serving as a first line 
of defense against unwarranted blind spots 
& resulting mishaps.

The next chapter outlines helpful 
characteristics that facilitate your fast track 
to monitoring everything.



Fast track  
to monitoring 
everything

chapter 3



18   |   Fast track to monitoring everything

At more advanced stages of the digital transformation,  
many would think that monitoring 100% of the IT estate  
is now a done deal. Unfortunately, that’s not the case.

Many organizations in the midst of their transformation admit 
that up to 50% of their infrastructure17 remains unmonitored.

The dilemma of too many and too much

Three factors are often cited to explain why. 

1) Disparate tools or shadow IT. They have trouble linking 
up their cloud and legacy infrastructure or distant sites to 
provide meaningful visibility. The use of various domain, niche 
or non-compliant tools that don’t interconnect or integrate 
well lead to more blindspots. 

2) Dynamic environments and usage. Development cycles 
are accelerating, and the infrastructure is constantly being 
scaled up or down. Think cloud containers and new user apps. 
ITOM teams are having a hard time keeping up.  

3) Workloads that surpass resource capacity. Updating 
the monitoring perimeter can take up to weeks or months, 
especially if it’s for polling a new technology, an in-house 
application or to consolidate additional ROBO (remote office 
branch office) sites.

There is certainly no single monitoring tool or system  
that can do it all. Many do one or two aspects well and  
overlap with others because of expertise history, legacy  
and emerging innovations. But in the new paradigm of  
IT diversity, monitoring that’s focused on network packets, 
application performance, SIEM or logs will only give you a 
skewed picture. 

These days, there is a tool for practically anything you 
need, and the array of choices can get just as overwhelming 
and expensive as your infrastructure upgrades. However, 
monitoring the full breadth of your hybrid IT estate is 
completely do-able with a cross-domain and consolidatable 
system; and there’s no need to pay through your nose for it.  
The next section shows you what to look for.
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6 essentials to cover your bases

Here are six fundamentals to look for when selecting a  
cross-domain ITIM system that’s deployable, operational  
and extensible with no fuss to tell you what’s going on in  
your entire IT environment.  

1. Use a transparent “umbrella” ITIM solution

A good umbrella solution is a platform that will be able 
to collect monitoring data from all cloud and non-cloud 
technologies. The trick here is to find a solution that grew 
from a history of infrastructure monitoring expertise, 
anchored in flexible open source software, and packaged  
for efficient operational onboarding and deployment. 

Such a solution will link up to any ITOM or niche monitoring 
tools you have for specific in-depth insights rather than seek 
to replace them. Just as you’d be using only one umbrella to 
protect yourself from rain, your cross-domain ITIM monitoring 
solution should be all you need to face the first signs of 
adverse weather. But be sure to make it transparent. 

The real deal is that the ITIM solution you put in place must 
be able to turn all the collected data into meaningful views for 
users across your operations, and it’s got to be in real time. 
If they can’t see, they can’t fix. If they can’t share, they can’t 
collaborate.

Be wary of proprietary solutions that were built specifically  
for a domain or technology, and then got added up into a  
full product suite as a result of mergers and acquisitions.  
No matter how good it is you will not likely escape integration 
and interoperability pains. Even if you can live with that, 
you may want to consider the hidden cost associated to loss 
of productivity from complicated functionality and change 
management, giving you no room for maneuver.  

As technology matures, infrastructure dynamics increase  
and data analytics still emerging, the last thing you need  
is an inflexible, way-over-the-top closed system; or worse,  
one without the propensity to work right off with your  
legacy investments or interconnect with ITOM tools  
you implement or replace over time.
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2. Combine direct and indirect IT monitoring

Monitoring end-to-end IT infrastructure that covers legacy 
and multiple cloud technologies, while also providing visibility 
to the business applications at the user workstations, calls for 
a combined approach of:

Direct IT monitoring: directly probe the availability and 
performance of on-premise enterprise IT networks 
and datacenters across industry-grade equipment and 
applications, including legacy assets that are being phased 
out. This is ideally done through agentless monitoring which 
is easier and faster to deploy, as it only requires software 
installation on the central collector or poller to cover a large 
perimeter of nodes. It is less intrusive and more cost-effective, 
doing the job with no fuss and frills to roll up essential KPIs 
and views in real time.

 Indirect IT monitoring: leverage the dedicated management 
platforms included in your cloud technologies or other 
deep-monitoring tools to collect and consolidate into one 
monitoring platform. The consolidation helps to streamline 
performance and availability metrics into a single source 
of truth from diverse monitoring sources. Through auto 
discovery rules, pre-configured KPI templates and a script 
library, that one ITIM system will automatically add new IT 
deployments to the perimeter for querying as IT operations 
get scaled up or down. In short, you’re getting a dynamic, 
inside view of your cloud or niche platforms that correlate 
with the rest of your infrastructure, highlighting telling insights 
to contribute to spend or performance improvements.

Direct vs indirect monitoring / External vs internal view

Network & Security infrastructure: hub, switch, WiFi, router, firewall for WAN, MAN, LAN

Mainframes Containers SaaS

Midrange 
Systems

Virtual 
Machine Cluster Paas

X86 Servers Server Virtual 
Machine Iaas

Physical Virtualization Private Cloud Public Cloud

End-to-end Hybrid IT monitoring

External view
How is my infra impacting my services?

• Long-term metrics storage and analytics
• Alerting
• Root Cause Analysis

Dedicated deployment  
& management tools

Internal view
What’s inside my cloud?

• Short-term metrics storage

Analytics & reports Graphical dashboards

Event management Tactical views

CORRELATE data with BAM

CONFIGURE and DISCOVER with EPP

COLLECT metrics on legacy & cloud infrastructure

Direct monitoring
Indirect monitoring
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3. Take tried and tested coding shortcuts

With rapid deployment cycles and expanding to-do lists, 
no one has time to spare to update a monitoring perimeter 
that stopped being relevant a minute ago. As far back as 
2016, Gartner was predicting that by 2020, integration and 
interoperability capabilities would dictate the final shortlisting 
of ITIM tools for procurement18. 

The good news is that expanding your monitoring system to 
integrate the probing of new assets does not have to come at 
a high cost. Using a platform that’s based on ready-to-deploy 
plugins and connectors spanning a broad spectrum of assets 
provides all the required flexibility. Each asset to be added 
to the monitoring perimeter is automatically configured to 
determine which metrics should be collected and decide what 
alerting thresholds make the cut: no user input required. 

Pulling plugins from the open source community may appear 
free, but a business-driven enterprise I&O knows that this can 
turn out to be more costly. Free plugins are great until you 
actually run them in a real operating environment. Then, it 
pretty much can mean up to months of coding, scripting and 
testing. If you are adding a new asset every few months or 
few hours (in the case of a cloud container), this kind of timing 
just doesn’t cut it. What you want is a well-proven integrated 
probe with well-defined metrics already configured for you 
and integrated with your entire system in an instant.

For example, Centreon IMP and Centreon EMS deliver 
integrated probes for over 300 IT assets across networks,  
cloud environments, operating systems, storage, databases, 
virtual machines, security services, servers, sensors and 
applications. These Plugin Packs constantly evolve to account 
for new additions in the IT landscape, and are readily accessible 
and manageable through an administrative web interface.  
This will easily save you up to 50% of productivity time,  
if not more, while ensuring no infrastructure assets are  
left unmonitored.

Plugin Packs Manager
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4. Automate all you can

Another source of wasted time for ITOM teams are those  
hard to notice, no-one-told-me type of changes in the system, 
such as a new service, an additional router, a new connected 
object or a server that’s been replaced. This is where 
automation can easily be applied. The detection of these 
changes is typically achieved through pre-configured rules 
that are embedded, for example, in Centreon’s monitoring 
Plugin Packs within the auto-discovery function.  

Auto-Discovery in dynamic hybrid environments

Centreon’s Host Auto-Discovery Rules built into its  
Plugin Packs scan cloud and virtual technology platforms 
to automatically connect and recover monitored data from 
these resources, typically found in highly hybrid, dynamic 
environments.

For example, it will automatically connect to the Microsoft 
Azure platform and get a list of all network, computing, 
storage, and database resources being deployed. These 
resources can then be added to the Centreon configuration 
using ready-to-use monitoring templates. Both the host 
discovery rules and monitoring templates are included in  
the Azure set of Centreon Plugin Packs.

Amazon, Kubernetes Cluster, VMware

The same process applies to the Amazon Web Services 
platform, discovering the ASG, EC2, S3, RDS or ElastiCache 
services being deployed in each Amazon region; or to a 
Kubernetes cluster, discovering the Kubernetes nodes, 
replica sets, deployments, daemonsets or pods that make a 
microservices architecture. In VMware, these rules help with 
automatically discovering the ESX nodes and Virtual Machine 
of a VMware cluster.

As DevOps scale up and down the use of cloud containers, 
monitoring teams can easily detect and adjust the monitoring 
perimeter as required.

The Centreon Service Auto-Discovery feature scans 
equipment monitored by Centreon to detect critical 
configuration changes; for example, a new hard disk drive in 
a server or a new network interface in a router or firewall. 
These changes can automatically be reflected in the Centreon 
configuration to ensure the monitoring platform is always up 
to date, whatever movement or service operations take place 
at the equipment level.
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5. Scale beyond data retrieval

These days, IT diversity is also about everywhere 
infrastructure. If your I&O is anything like those in mid-size 
to large enterprises, you are probably dealing with disparate 
sites, remote offices, micro datacenters or all of the above. 
Monitoring of the IT assets for availability and performance 
in far-off places is a given by now. So it should not be 
complicated or cost you an arm and a leg.

Not so long ago, the way to do this efficiently was to deploy 
pollers. Their sole mission was to retrieve data as commanded 
by the ITIM system of device availability in far-flung places 
without latency. This allowed to offload checks from the 
central server to scale and monitor hundreds and thousands 
of distributed IT assets around the globe. What you want and 
need today however, is practically a lightweight management 
replica of your central ITIM system. 

More importantly is to ensure that remote teams responsible 
for managing those operations at the edge are entrusted and 
empowered. That means giving them visibility into what is 
happening at their level and promptly. That way, if they have 
to re-purpose loads, they can. If they have to shut down a 
plant and re-direct production to another in proximity, they 
can – in whatever time zone, without waiting for green light 
from central operations. 

You get more operational agility and resilience, and there’s 
less likelihood of shadow IT causing security breaches, SLA 
non-compliance or rogue management.

One like the Centreon Remote Server, for example, has 
been designed to give ROBO teams and critical frontline 
users control of their local operational perimeter, without 
compromising centralized ITOM control. It partitions 
information and shares only what is relevant to a hub site to 
respect security and compliance measures. Synchronization is 
made easy for follow-the-sun operations.



24   |   Fast track to monitoring everything

Key takeaway 

Monitoring everything in a fast-changing 
DX climate doesn’t mean you will need 
only one monolithic, sophisticated tool 
that delivers on the latest hype of the 
month. What it does mean is covering your 
entire infrastructure with an umbrella 
solution that deploys with no fuss and in 
no time without costing you an arm and 
a leg. Rather, it enables you to cover your 
bases, integrating with and leveraging 
domain-deep management in cloud 
environments, network diagnostics or 
service management. 

At the same time, it links up and 
interconnects easily with your existing  
ITOM systems to help streamline operations 
into the future – all the while ensuring 
relevant visibility and insights.

Now that you’ve got the entire 
infrastructure accounted for, what next? 
The next chapter gives you more food for 
thought to ensure a business-aware  
ITIM system.

6. Streamline ITOM and plan for AIOps

For ITIM to be a stabilizing force in your DX journey, it cannot 
create more unwanted work than necessary or disrupt 
operations more than it has to. Since monitoring is not a 
standalone function, it needs to be fully integrated within your 
overall ITOM and that includes working and talking with the 
ITOM tools already in place or adopted in the future. 

For example, you’ll want an ITIM solution that interoperates 
with your service management operations, configuration 
management database (CMDB) and a big data platform 
whenever you have one. In Centreon’s case, this means 
being able to integrate with ticketing tools from ServiceNow, 
BMC, OTRS, iTop or EasyVista, and having APIs for CMDB 
automation tools such as Ansible, Chef, Puppet, Salt,  
Rudder, etc.

In anticipating to harvest analytics intelligence from the 
deluge of generated IT operational data, more than 15% 
of companies have already deployed some kind of AIOps 
platform to aggregate and correlate data from various 
sources. As the ITIM system generate its equal share of 
valuable I&O information, there needs to be a way to ensure 
this data is not forgotten and can be streamed bi-directionally 
into such platforms. Centreon Stream Connectors already 
make this happen with time-series databases and manger of 
manager solutions, for example, BMC True Sight, ServiceNow 
Event Management, Splunk, Graphite, InfluxDB, just to name 
a few.



Prioritizing  
end-to-end 
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chapter 4
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The world of ITOps has shifted towards a new frontier: 
keeping users happy while their crucial workloads are being 
migrated from one infrastructure to the next or delivering 
seamless application accessibility across device connectivity. 
It means being able to trace each piece of infrastructure at 
the level of the business application, through each and every 
business transaction accomplished by the user at the edge of 
the system. 

In other words, your mission is no longer merely to tell if the 
tools used by users work, but to contribute to the overall 
quality of their transactional experience: how long did it take 
to get connected, were there discrepancies from using one 
network to the next, what was the transaction response time, 
where were the degradation faultlines, etc.

“Adopting cloud-dependent 
digitalization focused only on 
availability is a recipe for disaster. 
Infrastructure and operations 
leaders entrusted with digital 
transformation must deliver 
performance improvements 
beyond high availability to meet 
evolving business needs.”
Gartner, Monitoring beyond 202019
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Thinking at the level of 
the business transaction

Modern infrastructure monitoring takes a new approach 
to building dashboards – the unit monitored will not be 
an individual piece of technology, but rather a part of an 
ensemble supporting a business transaction. Monitoring 
at that level requires organizations to integrate the various 
metrics across the application, network and infrastructure 
resources that are used by a given IT asset. This looks very 
nice on paper but in reality, business transactions fall under 
the domain of a variety of tools, crossing the frontiers 
between ITIM, APM, NPM and DEM, to say the least.

You’ve invested into all these different tools and each do a 
very good job in their specific scope of work. But the buck 
should not stop there. Just as you should not have to invest 
more for integration, you should be enabled to build tell-all 
dashboards and reports from all the data you are generating, 
especially if your ITIM is the right “umbrella solution” we 
talked about. 

7 essentials to providing  
end-to-end performance insights:

1.  A unified tool able to collect and aggregate data from 
application QoE down to the most hidden layers of 
infrastructure. 

2.  A global line of sight into the different layers and 
components, shared across ITOM teams and beyond, 
providing drill-down views on the IT dependencies 
behind business activities or service deliveries. 

3.  Built-in availability and performance thresholds and 
parameters in respect of SLAs.

4.  Clear custom views of each business application 
regardless of the environments it runs in, aligned with 
key business objectives.

5.  Streamlining of the alerting and metrics scheme for all 
assets without drowning in competing notifications and 
alert fatigue. In other words, if the data does not inform 
on performance related to your business, chuck it. 

6.  Flexible integration with the tools of today and 
tomorrow to upkeep end-to-end understanding and 
performance productivity.

7.  Generation of on-demand advanced reporting that 
speaks to both technical and non-technical decision-
makers to facilitate strategic business decisions.
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A lot goes into bringing all the above-mentioned essentials 
together but one of them merits more attention than most – 
how you make it visible for the right people, at the right time, 
in the right manner.

The following sections show examples of integrated 
dashboards and reports - from the lower-level of the 

Making it visible and relevant

1.  Business and end-user experience, a dashboard shared throughout the organization.

infrastructure up to the higher level of business-supporting  
IT assets, which can benefit users across your organization.

In “Monitoring beyond 2020”, Gartner recommends building 
a 5-level dashboard hierarchy. We’ve included some 
screenshots from the Centreon EMS solution to provide an 
illustration of each level.
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2.  Potential outages or degradation at the server, network and application level for monitoring and service teams, 
taking into account correlated network application performance information for analysis and diagnostics.
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3.  Treemapping that drills down into dependent applications, networks and servers to understand root cause or service faultlines.
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4.  Customized dashboards built from the perspective of multiple IT stakeholders within the organization.
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5.  Raw data, such as logs, event, etc. – the necessary administrator view to act and respond for incident remediation.



33   |   Prioritizing end-to-end performance

Delivering must-have indicators

With these different layers of information from customized 
dashboards and reports, it’s worthwhile to note that 
monitoring with business and user transactions in mind 
means incorporating certain must-have performance 
indicators beyond the tried and proven. Even if you are  
using other monitoring tools, your ITIM system should  
be able to aggregate and correlate this data to roll up vital  
and meaningful insights for different aspects of business  
decision-making.  

For optimal uptime

Due to the DX challenges we covered earlier, it is no surprise 
that unplanned outages and downtime continue to cost 
businesses millions in revenues, productivity and brand 
reputation. Understanding the events behind MTTD  
(Mean Time to Detect), MTBF (Mean Time Between Failures) 
and MTTR (Mean Time to Repair) will continue to help if 
understood through a more holistic perspective.

MTTD, MTBF and MTTR have been a staple of ITIL and ITSM 
dashboards for decades. In the past, they were typically 
associated to a given piece of equipment. In the modern 
business-driven monitoring context, the same indicators  
are equally applied to an application or overall frontline 
service with many dependent parts. In Centreon EMS, 
this high-level information is graphically displayed on the 
monitoring dashboard and can be converted into  
business-friendly visual reports.

For example, tracking MTBF and MTTR help identify 
which workloads are supported by weaker links in the 
infrastructure chain. During a key phase of your DX, 
which can last anything from 6 to 24 months, tracking 
these KPIs on the new infrastructure and comparing 
results will contribute to adjusting for success.
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For optimal cloud workloads

Cost is among the most vivid pain points of new cloud 
adopters. A recent study showed it was the number two most 
challenging issue for 76% of enterprise and SMB respondents, 
right after security 20. The struggle is principally to figure out 
how much cloud computing will end up costing. Having views 
into weekly and monthly consumption of cloud computing 
resources will be a huge value-add to estimating budgets 
required for the successful transition to business-crucial cloud 
workloads.

For end-user QoE

Comparing Real User Monitoring (RUM) with Synthetic 
Transaction Monitoring (STM) data is helpful to understand 
gaps between the expected performance of sites, application 
or infrastructure versus what really happens when the human 
factor kicks in: real users won’t necessarily interact with IT 
supported points of contact as expected by STM. Correlating 
RUM and STM data to your monitoring dashboard helps 
prioritize performance optimizations.   

Multi-cloud environments should not limit the visibility into 
user QoE. With the right tools you can track application 
performance issues in a flash. Imagine the combined power 
of integrating such insights into your consolidated ITIM 
dashboards.
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Key takeaway 

Availability thresholds and data generated 
from ITIM management systems are not 
sufficient in a digital-driven business 
operation. Safeguarding and improving  
end-to-end performance and service levels 
for enhanced user QoE is becoming a norm.

This means ITIM systems need to be able 
to work with a broad range of tools. Even 
as they are orchestrated to provide holistic 
end-to-end indicators, the correlated 
data has to also be delivered in ways that 
are easily understood by user profiles 
with diverse appetite for IT generated 
information.

In the next chapter, we’ll look at the people 
who are tasked with facilitating and 
orchestrating this behind the scenes.

For decision-makers

Planning and prioritizing investments are the most critical 
aspects of the digital transformation. CIOs and IT decision-
makers need to be able to digest information quickly and 
understand its implications to the business operations. 
So indicators and metrics from network bandwidth, cloud 
workloads or storage loads have to be correlated and 
processed into business-friendly language and displays. 
Through high-level graphical dashboards and widgets or 
reader-friendly reports, they will be able to repurpose spend 
or under-utilized resources for optimal capacity-planning 
before performance deteriorates. 



I&O 
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With all the hype on the technologies that are driving the 4.0 industrial 
revolution, it’s easy to forget that human-to-human interactions and workflows 
also need to evolve with the changing IT environment. Complex ecosystems 
require “organic” collaboration. 

Frontiers between IT and business, back and front-end users, and remote 
and central teams are blurring. The proverbial disconnect between ITOps and 
DevOps is fading. The reason is simple: new technologies are making more 
people directly accountable to business objectives. Smarter collaborative tools 
and common business goals are the starting point to creating exceptional 
digital processes and user experiences. 

Catching up on accelerated DevOps cycles

DevOps teams are enjoying unprecedented agility, selecting and assembling 
on demand the perfect combination of cloud technologies necessary to deliver 
IT business services at the drop of a hat. However, retaining various cloud 
technologies (AWS, Microsoft Azure, Google Compute Engine, Hyper-V, etc) and 
deployment models (e.g. microservices, serverless models, SDN) to deliver a 
single application, are creating unprecedented new challenges on the ITOM 
front.

More than ever, ITOps and DevOps need to collaborate and sync up fast. This 
requires that ITOps automate their operations, including for the management 
of the ITIM system. With expanding IT estates, there’s something new every 
day and it’s nearly impossible to track the latest, minute configuration change 
or scaling down of a physical asset, here and there. 

How DevOps and ITOps sync-up  
in the Centreon universe

Centreon EMS provides for example host 
auto-discovery features and ready-to-use 
monitoring templates (Entreprise Plugin 
Packs) that make it easy to monitor multiple 
cloud technologies such as Amazon Web 
Services, Microsoft Azure or Kubernetes and 
Docker, or to monitor SaaS services such as 
Microsoft Office 365 as the DevOps team 
implement them.  

Aside from automatically monitoring new 
cloud technologies, Centreon’s Service 
Auto-Discovery feature scans equipment 
monitored by Centreon to detect critical 
configuration changes: for example a new 
hard disk drive in a server or a new network 
interface in a router or firewall. These 
changes can automatically be reflected in 
the Centreon configuration to ensure the 
monitoring platform is always up to date, 
whatever the operations.
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Successful human-to-human collaboration in the IT 
department and beyond requires transparency, combined 
with enabling tools and processes to take off. An IT monitoring 
platform drawing insights from the entire IT estate, from its 
core up to its edges has the potential to become the single 
foundation of truth necessary for teams to share, exchange 
and analyze data that will feed valuable insights into the next 
steps of DX.

Nowadays, most organizations and businesses are anchored 
in IT. This produces two important, colliding impacts:  

Making available  
a common pool of insights

CIO DevOps ITOps

GOAL Align IT to Business Build new services Deliver all IT services

BENEFIT Show how IT Impacts Business See where innovation is needed See where service is lacking

KEY METRICS  
TO WATCH

Business transactions

End-user QoE

Application availability and SLAs

Capacity planning

Cloud resource usage and spending

Detailed application usage metrics  
(eg Abandoned shopping carts)

Application logs and events

End-to-end application performance

Infrastructure availability  
Infrastructure load

Remote Sites availability

MTTR, MTBF, MTTD

1) With expanding IT ecosystems, there’s an avalanche of data 
being collected. 2) An increasing number of people internally 
need access to data to understand context and make the best 
possible decision. One person wants to see server usage, 
another wants to know what’s behind dropped shopping 
carts, unused bandwidth, or lower sales… 

Assuming your IT monitoring platform is able to monitor and 
poll 100% of your IT ecosystem, collecting the right data from 
the right places, correlating IT metrics with real-life business 
outputs provides for a pool of insightful-rich data ready to be 
pushed to the IT team and beyond.
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CIOs — Aligning IT with business objectives 

Businesses worldwide will be spending $3.8 trillion in 
201921 and CIOs will be accountable to business owners 
and investors on the returns. A good cross-domain ITIM 
management system can demonstrate how IT services 
positively impact business efficiency and uptime.

  Compare availability and performance metrics behind key 
business objectives.

  Match actual metrics to SLAs and communicate them to 
enterprise stakeholders.

  Identify recurring weaknesses in the IT infrastructure 
impacting business transactions or outcomes to re-direct 
investments that can improve the performance and 
availability of IT services.

ITOps and DevOps — Overseeing and delivering  
day-to-day IT services

ITOps are managing dynamic and complex environments 
that integrate multi-cloud and connected objects. They need 
to align with DevOps who are tasked more and more to 
speedily develop new customized services as required for 
the business. Both are merging into larger teams, supporting 
users distributed across locations. 

  They’re accountable for a plethora of dedicated tools to 
monitor or operate each subset of the infrastructure. 
Example of such tools include APM, DEM, STM or NPMD, 
along with hardware vendors’ tools, cloud and SaaS 
solutions.

A good IT monitoring platform will allow IT teams to package 
and share IT monitoring data with a list of people that stand 
to benefit from it. Determining who can use what and building 
the custom views and reports help to push just the essential 
information to the right IT and business profiles in your 
organization.

IT monitoring for all stakeholders

“Centreon EMS allows us to monitor IT and non-IT 
devices, create operational and business views for 
different stakeholders, interfaces easily with other 
ITOM tools and deliver value-added reports.”

Olivier Hamel 
Head of ITOM



40   |   I&O collaboration in the digital age

Why I&O teams are more productive 
with Centreon EMS 
Centreon EMS is designed to adapt to the specific needs 
of I&O teams in which real time monitoring processes, 
diagnostic and problem-solving methods or reporting 
requirements greatly differ. The solution implements a 
very handy User Right Management scheme based on 
Access Control Lists (ACLs) that lets each team uniquely 
organize itself around the same source of information 
but empowered to act based on insights relevant only 
to their function.

How ITOps and DevOps leaders  
leverage Centreon EMS 
Centreon EMS aggregates information from the whole 
infrastructure, on premises or in the cloud, to give 
ITOps leaders a clear picture of the performance and 
availability of all IT services and the components they 
rely on, in real time.

No need to look at multiple tools, multiple screens or 
multiple dashboards to efficiently communicate with 
multiple colleagues in multiple teams running daily 
operations in multiple locations – you get the idea. 
Centreon centralizes everything into one clear view  
on which the ITOps leader can focus to accurately 
assess any operational situation.

“ We have gained better visibility and become 
much more proactive. Centreon EMS is 
the standard tool now for our I&O team. 
Streamlining our IT monitoring has directly 
impacted customer satisfaction.”

Thibaud Mori 
Head of I&O

“Centreon EMS is integrated into all our managed 
services agreements. Our clients are enabled to hold 
NC2 to the SLA commitments made with them.  
This is a significant competitive advantage, allowing 
us to build client engagement and more generally,  
to grow our brand.”

Christine Ruggiero 
Sales Director
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The real transformation:  
business-oriented IT

conclusion

It’s not just your infrastructure that’s changing, it’s the way  
IT services are delivered to achieve business gains.

The focus of IT is now on service and the business, rather than 
on technology or equipment, and that’s the most important 
transition you’re undergoing. From just-in-time delivery, 
quasi-automatic scaling, pay-as-you-go infrastructure and 
applications, you’re managing an IT ecosystem that no longer 
just supports the business. Its new purpose is to literally help 
transform the business, making it more agile and market-
responsive in a constantly changing environment. 

There’s only one way to do this: cover your bases with an 
umbrella ITIM as a first line of defense and build bridges 
with APM, NPM, DEM, and ITOM systems and processes for 
stabilizing and empowering transformational operations. 

Criteria for IT procurement teams

   Interoperability: does it integrate with your 
existing IT infrastructure and processes? Why 
throw out legacy investments if you don’t need to. 

   Modularity and flexibility: will it grow with your 
ever-changing environment and needs? Look to  
the future with confidence, knowing the solution 
will scale up or down as required.

   Vendor agnostic: vendor lock-in is no longer  
a viable option unless you can connect it to a 
collect-all umbrella solution. 

   Budget-aware: can it help you control costs?  
That’s probably at the top of your procurement  
list since you’ve been derailed with unexpected 
cloud or bandwidth costs.

   Budget-friendly: this one is so obvious it’s not 
even on your list, right? But let’s be honest, 
it’s not always that easy to know how much an 
ITIM solution will cost down the road. Recurring 
payments, software add-ons, training, support – 
make sure you know the total cost of ownership. 

   Reliability and access to monitoring and  
software expertise: how responsive is the tech 
support and is there a community of active users? 
There’s nothing like peer support and proven 
practices to show you the ropes and get you  
up and running quickly.
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AI - Artificial Intelligence
AIOps - Artificial Intelligence for IT Operations 
APM - Application Performance Monitoring
CMDB - Configuration Management Database 
DEM - Digital Experience Monitoring
DevOps -  combined Software Development  

and IT Operations practices
DX - Digital Transformation
I&O - Infrastructure and Operations
IoT - Internet of Things, i.e. connected objects
ITIL - Information Technology Infrastructure Library
ITIM - IT Infrastructure Monitoring Tools
ITOM - IT Operations Management
ITOps - IT Operations personnel

Glossary

ITSM - IT Service Management
LAN - Local Area Network
MAN - Metropolitan Area Network
PAN - Personal Area Network
MTBF - Mean Time Between Failures
MTTD - Mean Time to Detect
MTTR - Mean Time to Resolution
NPM - Network Performance Monitoring
NPMD - Network Performance Monitoring and Diagnostic
PoS - Point of Sale
QoE - Quality of Experience
ROBO - Remote Office Branch Office
RUM - Real User Monitoring
STM - Synthetic Transaction Monitoring
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Centreon is a leading commercial open source solution provider for 
cross-domain IT infrastructure monitoring management. Customers 
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views and streamlined, interoperable monitoring for decentralized IT 
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Designed for ITOM teams navigating disruptive digital transformation 
projects, Centreon EMS helps avoid costly downtime and boost 
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