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The ability for teams to work remotely 
means that your business has the agility to 
modify the way of working to meet business 
needs. Sometimes this is in response to 
external events beyond your control, but 
there are myriad other reasons why the 
ability to work remotely is highly desirable.

When setting up remote working capabilities 
for a client, it’s important to remember that 
the solutions you develop are aligned with 
how they create value for their customers. 

While there is no one-size-fits-all solution, 
this eBook gives you some universal 
guidelines, and tips on how to get it right 
the first time.

A workforce unconstrained 
by distance — what once 
was a nice-to-have is now 
a necessity.
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There is no replacement for face-to-face 

interactions. The ability to communicate and 

establish effective working relationships simply 

can’t be replaced by technology. That said, there 

are a number of tools that are a close second.

While email has its purpose, it is not an 

appropriate channel for quick messages and 

conversations. Instant messaging services like 

Slack and Skype for Business are essential for 

impromptu conversations. For more substantial 

communications that require sharing screens and 

multiple attendees, video conferencing solutions 

such as Zoom or MS Teams are popular choices. 

When collaborating on complicated projects 

with many moving pieces, a project management 

solution is in order. At the IT Glue office we use 

Asana, but there are many options out there 

that will fit your, or a client’s, unique needs. Of 

course, we’re huge proponents of MyGlue as a 

means for an MSP to collaborate and share the 

documentation and passwords created for a client. 

Communication  
& Collaboration
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Onboarding & Training
A virtual workforce requires virtual training. 

It’s painful to sit at a computer watching training 

videos and taking quizzes. This may be the 

most common and straightforward method for 

online training, but that doesn’t mean it’s the 

most effective. 

Present materials in a variety of formats, including 

words, images and video. Hands-on learning is 

the most effective form of teaching, therefore 

having standard operating procedures (step-by-

step instructions) for how to go about a task is a 

necessity. IT Glue fills this function for MSPs, and 

MyGlue can do this for your clients. This cloud-

based repository of documented instructions 

means they can be easily referenced at any time 

and from anywhere, and it can be a go-to resource 

before asking for help or submitting a ticket.
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In short, an employee’s quality of work is 
dependent on the tools they’re equipped with. 
What this looks like for your MSP or a client 
completely depends on the industry and the end 
user’s role, but typically this means supplying 
a laptop and headset that are secure, reliable, 
and compatible with network requirements. In 
some cases you may need to supply an additional 
monitor for your clients’ employees in order to 
support maximum productivity.

If your MSP or a client isn’t going to provide 

employees with company-owned portable devices, 

one alternative solution is enabling remote access to 

office devices.

While there are many remote access solutions on the 

market, your best bet is to choose one:

• Easy to manage multiple machines for multiple users

• Multi-tenanted or works across the organization’s structure

• Easy to deploy and entails a set and forget it experience

• Proven to be reliable

• Uses industry standard security practices, such as MFA, 
IP whitelisting, end-to-end encryption, etc.

Hardware

Remote Access to 
Work Desktops

You cannot mandate productivity, 

you must provide the tools to let 

people become their best.

“

”
- Steve Jobs
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Remote Access to 
Applications & Files
SaaS applications provide flexibility that supports 

a remote workforce. The ability to access these 

tools from any browser enables end users to 

work wherever a computer is available. That said, 

because of this flexible access, the need for strong 

identity verification (such as MFA) is important. If 

you are self-hosting tools and platforms, of course, 

enabling remote access is necessary. It is worth 

evaluating the rationale for these on premises 

tools and exploring if a better alternative is 

available, taking into consideration functionality, 

cost, and scalability. 

Every organization has its own file storage system. 

Whether it’s cloud-based, an internal server, or 

a hybrid solution, you need to understand how 

information is saved and used before developing a 

solution for end users to access that information. 

Implementing the right security precautions also 

depends on how files are stored and accessed. 

While a strict VPN and firewall setup may work for 

some organizations, another might benefit from the 

simplicity of a cloud solution such as Google Drive.
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A VPN connection creates a “tunnel” 
from the end user’s computer to an 
office’s network. Since the computer is 
connected to the network via this virtual 
connection, the user can access most 
applications as if they were physically in 
the office. Unfortunately, some resource 
intensive applications may see degraded 
performance. Of course, strict user 
authentication should be required to 
access the VPN. 

A VPN establishes network encryption and 
ensures that data can’t be read or tampered 
with while in transit. Some VPN products 
provide more robust end-point protection 
by filtering out content and malicious 
sites. Though a valuable security measure, 
VPNs don’t have the ability to identify and 
eliminate malware or malicious content 
that’s transmitted via the VPN.

This is often a first line of defense for an 
organization as it monitors incoming and 
outgoing network traffic. Because there are 
multiple types of firewalls available, you 
need to decide which one fits the security 
needs of a client or your organization. 
Increasingly, perimeter firewalls are 
becoming just one component of a Unified 
Threat Management (UTM) system. These 
next generation firewalls can incorporate 
VPN, Software Defined Networking (SD-
WAN), Intrusion Detection and Prevention 
(IDS or IPS), content filtering, and malware 
protection in one system offering a high 
level of security.

As employees become more connected 
outside the office, they may be able to 
access sensitive information using personal 
devices and on a number of different 
networks. At home, their work laptop will 
likely share the same network as many 
personal and IoT devices. These devices can 
be an entry point for cybercriminals, and 
some level of network segmentation can 
stop an attack from bleeding over into a 
given business.

You may also want to consider restricting 
the use of public Wi-Fi. These Wi-Fi 
networks open up the potential for outside 
parties to see what employees are doing 
on their device, and the possibility for login 
information to be stolen.

VPNs

Firewalls

Network 
Segmentation

6



Just like how a work from home plan supports 

business continuity through a range of circumstances, 

backing up your data ensures business continuity 

through a range of cybersecurity and equipment 

malfunction scenarios. Even with a dispersed 

team, make sure that your data does not become 

dispersed, and is covered by your Backup and 

Disaster Recovery (BDR) solution.

For accounts that cannot integrate with your 

SSO provider, the use of a password manager 

should be common practice. In both cases, MFA 

should be utilized and most definitely should be 

enforced when employees are working remotely. 

Also consider the security practices of your tools 

and solutions in general. For example, find out 

whether your password manager includes hosting, 

and whether their security protocols have been 

accredited by a recognized third-party.

Passwords

Back Up
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End User Security

MSP Security

Your MSP can establish best security practices for 

clients, but at the end of the day, it can be all for 

naught as a result of an end user’s behavior. It’s 

important for end users to think with a security 

mind-set, and understand that they need to guard 

against cybercriminals. Routine education is 

key to reinforcing knowledge of how to identify 

common tactics (such as phishing scams and 

fraudulent messages), but also the importance of 

password security. Make sure end users are also 

keeping up with software updates that correct any 

vulnerabilities in the tools they use. 
MSPs are known to be targets of cybercriminals who 

see MSPs as access points into a large collection 

of networks. The way in which client networks are 

accessed is highly important. Remote access into 

networks should only be done securely, which 

most likely means gaining access through an RMM. 

Ensure that only those who need access to client 

endpoints, have that access in your RMM tool.

As an MSP you’re also privy to highly sensitive 

information that needs to be stored and utilized. 

Where you store this information needs to be 

secure. If you’re using a documentation tool, its 

security practices need to be accredited (SOC 2 

Type II certification), support MFA and SSO, include 

host-proof hosting features, and provide granular 

password permissions.
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Protocols
These guidelines set expectations for how end 
users should access and use company systems, 
and how MSP technicians support and monitor 
these systems. These should be clearly defined 
and communicated to everyone.

To ensure protocols are being followed there 
should be audit trails, access should be prohibited 
to non-essential areas, and other safeguards 
should be used.
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Business Strategy 
& Scalability
At the end of the day, you need to assess 

whether the dollars make sense. Enabling a 

virtual workforce will entail a cost for your MSP 

or a client’s business. It’s important to know the 

exact capital expenditure involved with a virtual 

workforce, and whether it makes sense in light 

of increased productivity, business continuity, 

employee satisfaction, and performance. 

Can your virtual workforce allow you to scale up 

or down quickly? Think about how easy it is to 

increase or decrease the number of licences you 

hold for a piece of software. Can security features 

be expanded to cover new employees? What’s the 

process for onboarding new employees?
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Smart, structured IT documentation plays 

a critical role in managing and maintaining 

remote workforces. We invite you take a 

quick look under the hood to see what all 

the fuss is about.

Get a demo today!
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