Caretower CSOC

Cyber Security Operations Center
Overview
Cyber security has been in Caretower’s DNA since our inception over 20 years ago. One of the
major principals in our longevity is to be innovative and to deliver unique solutions to our
customers.
We recognise today’s challenging era of targeted cyber-attacks and that businesses need
next-generation security services as a first line of defence. Our world class Cyber Security
Operations Center (CSOC) has evolved over the last decade to deliver a range of Managed
Security Services. The dedicated CSOC teams comprise of vastly experienced certified engineers
across multiple cyber disciplines from vendor and product specialists, digital forensic & incident
response (DFIR) engineers, ethical hackers and solution architects.
Our hands-on operational approach is to work alongside our clients to produce bespoke services
for them to adopt. Meaning that they can concentrate on their day-to-day ongoing business whilst
we provide the expertise with the tools. Ensuring that they are configured to a mixture of security
and risk best practice so that they are operating to their optimal level whilst separating the signals
from the noise to detect legitimate threats and disregard false alarms. Our CSOC team will advise
and administer the correct countermeasure for optimal protection to a customer environment,
applying cybersecurity framework methods to quantify the risk posture and continually strive to
deliver core functions of Detect, Protect, Respond and Recover.
Our service mission is to be an extension of our customer’s cyber team and to provide them with
the state-of-art detection and response capabilities architected to reduce the risk of a cyber-attack.
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Security Information & Event Monitoring

Real-time monitoring and incident investigation in today’s dynamic environment is extremely
difficult, mainly due to the vast volume of data we generate on a daily basis. From traditional on
premise data sources, to the multitude of public cloud environments, to the SaaS applications we
consume, combined together with our users connecting from different locations with corporate and
non-corporate devices makes it nigh on impossible to gain contextual visibility at any given time.
Caretower’s Security Information and Event Management (SIEM) Managed Security Service is
designed to rapidly identify that needle in the haystack event that may be posing a threat within
your network. Our service prioritizes the data into actionable intelligence to respond to within
minutes of deployment.
Our service is built with Next-Gen functionalities ranging from log/event monitoring, File Integrity
Monitoring (FIM), User Behaviour Analytics (UBA), Deception Technology (DT) and Network Traffic
Analysis (NTA) so that we are able to detect and respond to any early indication of a threat with
great efficacy.

Protective Monitoring
With the hands-on approach, our experts strategically implement the Next-Gen features and fine-tune
your solution. This helps to create baselines for the different segments of your environment and in
doing so reducing false positives and alert fatigue.

Quick Response
Our analysts will do the incident triaging so that when we identify a valid threat we will work with our clients to contain,
remediate and mitigate the threat. We can track changes around critical system files (system and executable files);
content files that contain card data and personally identifiable information (PII). We will alert you when users edit, move,
or delete a critical file or folder and show you real-time metrics so you can catch issues before they escalate.

Analytics
Advanced incident analysis via correlation of flow data such as NetFlow, J-Flow, V-Flow at application layer
(Layer 7) visibility with log data. By accurately prioritizing the incident data, we are able to correlate security events
with actual network traffic. This allows behavioural-based correlation to trigger priority alerts based on the risk
scores tied to specific services and communication of events or thresholds of changes in these indicators.

Think Smarter
Deploy Deception Technology capabilities such as Honeypots, Honey Users, Honey Credentials and Honey
Files. This cutting-edge technology is powered by a deep understanding of attacker behaviour. Deception technology is a
cybersecurity defense practice that aims to deceive attackers by distributing a collection of traps and decoys across your system’s
infrastructure to imitate genuine assets to draw out malicious behaviour.

Compliance
Compliance reports for audit trail and various industry specific regulations.
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Managed Detection & Response
In the not too distant past we were not all that concerned with what we had on our endpoints for
anti-virus. However, we fast-forward to today and you can almost look at the endpoint as the new
perimeter. The endpoint as an attack surface has grown exponentially. Over the last few years,
organisations are faced with challenges never seen before with so many variants of
zero-day outbreaks.
These attacks can monetize stolen data and hold companies to ransom. As the nefarious
cyber-attacks have become more sophisticated, technology vendors have had to evolve by
using Machine Learning and Artificial Intelligence in their Next-Gen product suites. Development of
functionalities such as Endpoint Detection and Respond (EDR) is here to help us protect and
prevent these rising threats. Technology is the first layer to combat this.
Caretower’s Managed Detection and Response (MDR) service is the pivotal second layer
needed for this fight.
Our team of experts provide tremendous value back to our clients by augmenting their knowledge
to help build a defence-in-depth strategy. The significant experience of our team is to provide
unparalleled improvements to design, deploy and operate the traditional functionalities and
empower our clients to realise the value of the EDR capability to proactively detect, prevent and
respond to threats in their environment.

Caretower MDR
Experts

Maturity

We continuously engage with our customers so that our
expert analysts can create the end-to-end platform for the
enterprise. Constantly enhancing the performance and
fine-tuning the configuration to the optimal operational
settings.

Working closely together as an extension to your cyber team.
We aid our customers to rapidly adopt improvement
programs to address configuration or architectural
issues thus raise their overall security posture.

Framework

Investigation

Our MDR service aligns to the MITRE ATT&CK matrix for
known attacker behaviours that have been put together for
tactics and techniques spanning across the Windows, Mac and
Linux platforms. This helps us deliver a step-by-step response
plan on actions to contain, remediate and recover from a
threat or an incident.

When an incident is detected, a dedicated technical lead will
initiate a proactive action to contain and neutralise the threat,
providing the vital root cause analysis to the attack vector and
the impact of the attack. Once we have identified all the
malicious artefacts and Indicators of Compromise (IoC), our
analysts will proactively threat hunt for them within the
customer network and implement the necessary
remediation’s.

Reporting
Granular breakdown of an incident with what the threat was and the response taken for it. We
regularly communicate with our customers so that they have a clear and concise
understanding of how the service is ran. From our initial involvement, we will tailor and
customise the data to our clients every reporting need.
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Perimeter Managed Security Service

The firewall remains an integral part of an organisations defence. Faced with an increasingly
complex cybersecurity threat landscape, businesses are to having to ensure a stronger perimeter
security around their network.
Our Managed Next-Gen Firewall Service offers a complete suite of features from VPN, IPS,
Application Control, Sandbox, Anti-Bot, Traffic Analysis, URL Filtering to Data Loss Prevention
on the gateway. Our service can be designed and configured to meet the organisation’s unique
environment and specific security needs. Our CSOC Firewall team monitors and manages your
policies, ensuring your rulebase is up to date. With advanced controls and powerful analytics features,
we ensure that you have real-time control and visibility into your traffic flow with the correct security
policies.

We will work with you to perform a security review of your firewall needs, assess your
network to develop and define your firewall security policy.

Design
Designing and architecting your
firewalls can be a complex task. Our
experts will assist with the designs
which will help to protect your
network and as crucially improve
your application performance.

Configuration
We understand that creation of policy and rule-base can
be time consuming. Conflicting rule sets create
unnecessary complexity and bring risks to businesses.
Our team will share their thoughts and knowledge so that
you recognise and understand the threat. We will create
standard to custom configuration rules according to your
security needs.

Implementation
Our service will provide device
provisioning, implementation and
integration with existing systems,
locations and networks, when
needed device upgrades and patch
management.

Monitoring
Real-time health and security event
monitoring with rapid escalation per
your incident response plan.

Reporting
Periodic firewall activity reports based on your specific
requirement. Our team will work with you to understand the
frequency and help build content for the reports for either your
internal divisions or for external compliancy reasons.
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Managed Vulnerability Management
We recognise that sometimes a powerful tool alone is not enough. Identifying, prioritizing and
remediating the countless number of vulnerabilities within an organisation can be overwhelming
but an essential task. Spend time on the wrong vulnerability and you may miss the one that lets
an attacker get to take advantage of your network.
Our Managed Vulnerability Management Service helps to develop a vulnerability management
program. Our team works with you to tune the scanner to explore your internal and external
network infrastructure, which gives us a comprehensive asset discovery, cloud configuration
and insight of the vulnerabilities exposing your IT systems.
We will advise on what to prioritise based on the criticality in context to your business, whilst
establishing a process for working with your different teams to remediate vulnerabilities.

Scanning Fundamentals and Validation
By tracking exploited CVE’s and trends in the real world, our team correlates these trends
against discovered vulnerabilities within a customer’s environment. Uncovering critical
vulnerabilities that expose sensitive assets. We validate which ones are exploitable and
weed out the false positives.

Visibility
Our team will assist with grouping assets that can be tagged by location and ownership to
see varying levels of risk and priority. Identify vulnerabilities that have low to high impact
based on the assets in your environment including mobile, cloud based and remote assets.

Program
Our team of experts will engage from the outset to build and provide tailored
recommendations to manage, execute and optimise remediation across your
network and lower your overall risk exposure.

Remediation Management
Follow a concurrent remediation model to help ensure your most critical vulnerabilities are
fixed first. We will provide the intelligence to rank vulnerabilities within minutes based on
the severity and asset value.

Ad-hoc Scan Requests
Perform out of schedule scanning re-testing or related scanning requests.
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Managed Patch Management
Having a good Cyber security posture does not always mean the need to invest in the latest fad of
buzzword related technology in the industry. Most of us have made good and significant
investments already and that is after doing thorough due diligence so that it fits our purpose and
meets our objectives.
However, even after the right investment, some companies experience cyber-attacks due to
something that seems to be a common issue amongst many. That is, these investments have not
been kept updated with the latest recommended patches and existing vulnerabilities get exploited
as unpatched systems are constantly targeted by bad actors.
Caretower’s Patch Management as a Service is here to empower our customers with a simple
patch management program.
Making sure your company is on top of the constant stream of patches which also guarentees
improvements to performance. Based on our extensive experience we provide a service which
facilitates the process of evaluation (testing), deployment and tracking of endpoint patches.

Knowledge
We will work closely with you to identify devices within your environment. Deploying our software, we will monitor
target vendor patch sources for new content that is necessary for your operating systems and application.

Confidence
We will test patches on machines discussed and designed on scenarios for our customer’s environment. This gives
both parties confidence before sign off for any patches to be deployed to the production systems.

Schedule
Patch Tuesday can be the day to do your patches. The frequency of when and what needs to be patched is
carefully scheduled based on the discussions we have with our customers and their priority.

Structure
Our experts will always advise to put a structured change management procedure in place which includes roll-back
plans as well as system backups. We make recommendations from rotating through the most critical to the least
critical patches, based on the importance of the device in your environment and the vendor issued severity of the
patch.

Audit
We can continuously audit the devices in your network as part of our service to check for the operating system and
application patch compliance.
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Managed Security Services

Our CSOC capabilities include, but are not limited to:

Advisory Service

Compliance Reporting
Includes access monitoring, Audit
Trail & Configuration MGMT.

Discuss cyber security
improvement programs, risk
management, data privacy and
compliance.

Incident Response

Data Leakages

Have a portfolio of incident response
processes to investigate and respond
to any form of cyber attack.

Monitors Clear Text
Communication, File Transfers
and IM/P2P.

Digital Forensics

Workflow
Automation

Help you recover lost information,
and perform a systematic
investigation while documenting the
chain of evidence.

Improve productivity and
automate containment to
mitigate an attack.

Use Case Programs
Caretower’s CSOC is able to cover a wide variety of security use cases such as:

External Threats

Covering risk management of threats and exposed vulnerabilities. Identifying and responding to attacks against the
organisation’s information systems from external threats.

Insider Threats
Monitor high-end users, unauthorized access and policy violations. The focus is to identify activities that could result
in theft of intellectual property and provide intelligence.

IT Operations

Maintaining visibility of health, availability, changes and patterns.

Regulations

Identifying non-compliant machines and network activities based on applicable corporate or regulatory policy rules.
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Implementation Approach - Our Methodology
Our CSOC:
•

Threat Intelligence feed integration.
Correlate event information against threat
feeds to enhance internal threat intelligence

•

Automate alerts and work flow to accelerate
time to response. Continuously monitor and
identifies threats, and automatically prioritize
security events

•

Optimize operations and performance

•

Continuous security improvement with
minimal impact to customer

• Centralize threats through our dashboard for
comprehensive visibility and understanding of the
threat landscape

Implementation & Transition

24/7 Service

Organisational Understanding

CSOC Operation, Content
Development & Tool Engineering

Risk Assessment, Compliance & Regularity Needs and
Customer Overall IT Security Understanding

Operations:

Security Incident Monitoring & Analysis
Digital Forensic Analysis
Continuous Monitoring & Reporting
Tool Admin & Management
Reduced False Positives
App Integration

Tool Component Setup

Design, Quality Assured Installation, Testing &
Deployment
Continuous Fine-Tuning for enhanced performance

Threat Analysis & Continuous Process Improvements:

Service Delivery Process

Escalated Incident Review
Trend Analysis & Threat Notification
Compressed Assessment and Mitigation
Reommendations
SOP modification per QA recommendation

SLA, Reporting & Escalation Matrix, Threat
Intelligence & Incident QA & Incident MGMT

Ongoing Process

Call your Dedicated Account Manager to learn more
about our CSOC operations
0208 372 1000
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