
Cyberattacks are one of the most common, sophisticated, and damaging incidents a business will face. 
The facts speak for themselves...

Even when all areas of cyber security are well 
protected, most companies are still vulnerable to 
impersonation and cyberattacks via email.

Google reported this number was up 27% - from 
1,690,000 in January 2020.

What is DMARC?

DMARC, which stands for Domain-based Message 
Authentication, Reporting & Conformance, is an email 
authentication protocol which stops schemers from 
being able to use your domain to send fraudulent emails 
to your employees and customers.. It builds on the SPF 
and DKIM protocols, adding a reporting and enforcement 
function that allows senders to block fraudulent email 
that uses their domain and increase deliverability.
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Sender Policy Framework is a protocol that validates if a server 

is authorized to send emails on behalf of a domain.
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DomainKeys Identified Mail is a digital signature that 
confirms that the email  content has not been tampered 
with.

DMARC uses the validation results of SPF & DKIM to 
understand if the email is authorized by the domain owner. 
Using this validation, it can tell receiving servers to reject or 
quarantine such email.
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The solution: OnDMARC

OnDMARC helps organizations of all sizes optimize their email security posture and stop domain fraud by 
blocking outbound and inbound email impersonation.

With OnDMARC you can block damaging emails from going straight to your customers, suppliers, and other 
key contacts by getting your DMARC policy to p=reject quickly and effectively. When you have this policy in 
place your sender reputation also improves, increasing deliverability and avoiding costly diversions to spam.

1. Insight

OnDMARC analyzes email reports from the 
configured  domains in order to identify 
authorized and unauthorized traffic. 

2. Action

OnDMARC gives you specific actions to 
configure your  email services. It gets your 
domain ready for full DMARC protection. 

3. Protection

Once your domain is protected, OnDMARC will 
continue to monitor and report  any security or 
configuration issues to you. 

The Red Sift Open Cloud is a data analysis platform that is purpose-built for the challenges of 

cybersecurity. By harnessing the power of AI we can securely collate, compute & visualize data 

from thousands of individual signals to help organizations to optimize their cybersecurity. 

Products on the platform include OnDMARC and OnINBOX, SaaS applications that work 

together to close the net on the phishing problem by blocking outbound phishing attacks and 

analyzing the security of inbound communications for company-wide email threat intelligence.  
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OnDMARC’s key benefits

Minimize time to protection - 4-8 week 
average time to DMARC enforcement

Uncover who is using your domain to send 
unauthorized emails

Block phishing attacks and shut down 
spoofing and domain fraud

Increase email deliverability rates for 
verified mail sources

Reduce configuration errors Automated alerting for instant insight

Get in touch today to find out more about how you can use OnDMARC to combat 
phishing and boost email deliverability
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