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Security and Integrity

Preventing Violations 

PREEMPTIVE MEASURES

The onboarding section details the test rules to 
prevent behaviors that will invalidate results. The 
following actions are not allowed: 

• Interacting with anyone during the test
• Use of headphones or earbuds
• Looking off screen
• Moving out of frame of the camera
• Accessing any outside material or devices

DESIGN AND ADAPTIVE ADMINISTRATION 

The innovative design of the Duolingo English Test 
guarantees that each test session is unique. 

The test items are constructed by language 
assessment experts and Artificial Intelligence using 
machine learning and natural language processing 
technologies—which allow for the generation of an 
extremely large pool of test items. Someone would 
have to take the test more than 1,000 times to see a 
question repeated.  However the test item exposure 
is measured and questions are retired as 
appropriate.  

In addition, the test difficulty and sequence of 
questions adapts to each test taker, allowing for a 
more efficient and secure test experience. 
Furthermore, there is no set number of questions. 
The test ends when the grading engine has reached a 
confidence threshold in the test taker’s proficiency 
level. 

DUOLINGO ENGLISH TEST DESKTOP APP

Testing takes place on the Duolingo English Test 
desktop app, which is designed with a host of 
security features that help deter malicious rule 
breaking during the test. The app is in full screen 
mode for the entirety of the test session. No add-ons 
or third-party apps are allowed, and accessing other 
tabs or toolbars will stop the test immediately.

Detecting Violations 

THREE-TIERED IDENTITY VERIFICATION 

A combination of Computer Vision, Artificial 
Intelligence, and trained proctors verify the test 
takers identity by examining an approved 
government-issued photo ID, a picture of the test 
taker, and a video of the test session. 

SOPHISTICATED DATA FORENSICS 

Millions of data points collected daily help train 
algorithms to identify potentially invalid results 
through irregular response patterns. In addition, 
integrated test items are designed to help detect rule 
breaking. 

ADVANCED PROCTORING PROCESS 

Expert human proctors, with the help of artificial 
intelligence, examine each test session for over 150 
different behaviors over multiple, independent 
rounds of review. Using the test video, audio, and 
screen recording, keystrokes, and mouse movement, 
proctors examine: 

• The test taker’s environment
• Eye movement
• Background noise
• Irregular behavior
• And other suspicious activities

VIDEO INTERVIEW AND WRITING SAMPLE 

The video interview and writing sample are shared 
with accepting institutions to ensure test taker 
score is congruent with productive skill. The video 
interview also serves as permanent record of their 
identity. 

Learn more at englishtest.duolingo.com/security 

Traditional proctoring vs. our approach 




